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KCS 074 : Cryptography & Network Secunty

UNIT-1 : INTRODUCTION (1-1 D to 1-24 D)
Introduction to security attacks, services and mechanism, Classical
encryption techniques-substitution ciphers and transposition
ciphers, cryptanalysis, steganography, Stream and block ciphers.
Modern Block Ciphers: Block ciphers principles, Shannon's theory
of confusion and diffusion, fiestal structure, Data encryption
standard (DES), Strength of DES, Idea of differential cryptanalysis,
block cipher modes of operations, Triple DES.

UNIT-2 : ADVANCED ENCRYPTION STANDARD (2-1 D to 2-23 D)
Introduction to group, field, finite field of the form GF(p), modular
arithmetic, prime and relative prime numbers, Extended Euclidean
Algorithm, Advanced Encryption Standard (AES) encryption and
decryption, Fermat’sand Euler’s theorem, Primarily testing, Chinese
Remainder theorem, Discrete Logarithmic Problem,Principals of
public key crypto systems, RSA algorithm, security of RSA.

UNIT-3 : MESSAGE AUTHENTICATION CODES (3-1 D to 3-21 D}
Message Authentication Codes: Authentication requirements,
authentication functions, message authentication code, hash
functions, birthday attacks, security of hash functions, Secure hash
algorithm (SHA).

Digital Signatures: Digital Signatures, Elgamal Digital Signature
Techniques, Digital signature standards (DSS), proof of digital
signature algorithm.

UNIT-4 : KEY MANAGEMENT & DISTRIBUTION (4-1Dto4-19D)
Symmetric key distribution, Diffie-Hellman Key Exchange, Public
key distribution, X.509 Certificates, Public key Infrastructure.
Authentication Applications: Kerberos, Electronic mail security:
pretty good privacy (PGP), S/MIME.

UNIT-5 : IP SECURITY (5-1D to 5-24 D)
Architecture, Authentication header, Encapsulating security
payloads, combining security associations, key management.
Introduction to Secure Socket Layer, Secure electronic transaction
(SET). System Security: Introductory idea of Intrusion, Intrusion
detection, Viruses and related threats, firewalls.

SHORT QUESTIONS (SQ-1 Dto SQ-15 D)

SOLVED PAPER (2014-15 TO 2020-21) (SP-1 D to SP35 D)
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Y] PART-]
- Introduction to Security Attacks, Servi

Que 1.1. | Explain network security attacks on the basis of

security g'oals.

Security attacks : Security attack is defined as an attempt to gain
unauthorized access to information system.

Security attacks

Snooping Modification Denial of service
Traffic analysis Masquerading Threat to availability
Threat to Replaying
confidentiality
Repudiation

Threat to integrity
i L4 Classication of attacks with reltion 6 Secuft goals
Security attacks on the basis of security goals are of three types:
1. Attacks threatening confidentiality : Attacks threatening the
confidentiality of information are :

a. Snooping : Snooping refers to unauthorized access of data. To
prevent snooping, data is made unreadable to the unauthorized
entities by using encryption techniques.

b. Traffic analysis : Traffic analysis is an attempt of analyzing
(encoded) messages to come up with likely patterns.

2.  Attacks threatening integrity : Attacks threatening integrity of
information are :

a. Modification : After accessing information, the attacker modifies
the information to make it beneficial to himself.

p 2.\ Y N S y = L Pl L il f,ﬂm
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b. Mgsquerading : Masquerading or spoofing happens when one
entity pretends to be a different entity.

c Replajripg : In replaying, attacker obtains a copy of the message
s?t };)y auser and later retransmits it to produce an unauthorized
effect.

d. .Repudiation : This attack is performed by one of the two parties
in the communication. The sender of the message may deny that
_he has sent the message or the receiver of the message might later
deny that he has received the message. ;
3. Attacks threatening availability : Attacks threatening availability
of information is :

a. penial of Service (DoS) : This attack may slow down ortotally
interrupt the service of a system. '

| Describe in brief the following security services :

1. Confidentiality
2. Non-repudiation
3. Access control
4., Authentication
5. Data integrity

1. Confidentiality : The principle of confidentiality specifies that only the
sender and the intended recipient should be able to access the content of
the message. It protects the transmitted data from passive attack.

2. Non-repudiation : It is a condition when a user sends message and
later refuses that he had not sent the message. The principle of non-
repudiation does not allow the sender of a message to deny that he had
not send the message.

3. Access control: The principle of access control determines who should
be able to access data or system via communication link. It provides the
prevention of unauthorized use of a resource.

4. Authentication : Authentication is concerned with assuring that a
communication is authentic. In authentication, there is an assurance
that the communicating entity is the one that it claims to be.

5. Data integrity : Data integrity is designed to protect data from
modification, insertion, deletion and replaying by any entity. Data integrity
can be applied to a stream of message, a single message or a selected
portion within a message.

Discuss security mechanisms.

Security mechanisms : It is mechanism that is designed to detect, prevent,
or recover from a security attack.

e
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Security
l mechanism l ’
Encipherment Data integrity Digital signature
V 4
Traffic padding Routing control Notarization
| Access control

0

Encipherment : Hiding or covering data can provide confidentiality.
Data integrity : Refer Q. 1.2, Page 1-3D, Unit-1.
Digital signature : It is a way by which the sender can electronically

sign the data and the receiver can electronically verify the signature.
4. Traffic padding : It is the way of inserting of bits into gaps in a data
stream to confuse traffic analysis attempts.
5. Routing control : It enables selection of particular physically secure
routes for certain data and allows routing changes, especially when a

branch of security is suspected.

6. Notarization : It means selecting a third trusted party to control the
communication between two entities.

7. Access control : Refer Q. 1.2, Page 1-3D, Unit-1.

'S.No.|  Activeattack -

1. Access and modify Access information.
information.
2 System is harmed. No harm to system.

Easy to detect than prevent.

Difficult to detect than prevent.

creation of a false stream.

4. Threat to integrity, Threat to confidentiality.
availability. ;
5. Affect system resources. Does not affect system
resources.
6. Involve some modification of | Involve Eavesdropping and
the data stream or the | monitoring of data.




Cryptography & Network Security

1-6 D (I'T-Sem-7)

‘s

| Goal of attacker isto damage

any svstem.

Four types :

L. Replay

i. -~ Masquerade

. Modification of messages

iv. Denial of service

Goal of attacker is to obtain

information that is being

transmitted.

Two types @

i.  Release of message
contents

il. Traffic analysis.

PART-2 |

. Classical Encryption Techniques : Subst_itution-Ciphersfanfi;
Transposition Ciphers, Cryptanalysis, Steganography, Stream and
~ Block Ciphers, Modern Block Ciphers : Block Cipher Principles.

—

‘Questions-Answers

- Long Answer Type and Medium Answer Type Que;cs'ﬁtm_.jé,‘ﬁ .

Que 1.5.

:

Compare and contrast substitution techniques with

transposition techniques under classical encryption.

AKTU 2014-15, Marks 05

S. No. | Basis for Substitution Transposition
comparison techniques techniques

1 Basic Replaces the plaintext| Rearranges the position
characters with other| of the characters of the
characters, numbers and | plaintext.
symbols.

2. Forms Monoalphabetic and|Keyless and keyed
polyalphabetic transpositional cipher.
substitution cipher.

3. Iterations The identity of the|The position of the
character is changed| character is changed
while its position remains | instead of its identity.
unchanged.

4. Demerit The letter with the Jow | Keysnear to the correct
frequency can detect the | key can disclose the
plaintext, plaintext.

b. Example Caesar Cipher, Rail I'ence Cipher,
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Que 1, | What is cryptanalysis ? Explain the types of
eryptanalysis attack.

Answer _,I

Cryptanalysis : Cryptanalysis is the decryption and analysis of eodes,
ciphers or encrypted text,

Types of cryptanalysis attack :
1. Ciphertext only attack :
a. A Ciphertext Only Attack (COA) is an attack in which only the

encrypted message is available for attack, but because the language
is known a frequency analysis could be attempted.

b. In this situation, the attacker does not know anything about the
contents of the message, and must work from cipher text only.
2. Known plaintext attack :

a.  InaKnown Plaintext Attack (KPA) both the plaintext and matching
cipher text are available for use in discovering the key.

b.  The attacker knows or can guess the plaintext for some parts of
the cipher text.

3. Chosen plaintext attack :

a. A Chosen Plaintext Attack (CPA) occurs when the attacker gains
access to the target encryption.

b.  InanAdaptive Chosen Plaintext Attack (ACPA), the attacker not
only has access to the plaintext and its encryption, but can adapt
or modify the chosen plaintext as needed based on results of the
previous encryptions.

4. Chosen ciphertext attack :

a.  InaChosen Cipher text Attack (CCA), the cryptanalyst can choose
different cipher texts to be decrypted and has access to the
decrypted plaintext.

b. . This type of attack is generally applicable to attacks against public
key cryptosystems.

Que 1.7. I Explain the term steganography in brief.

Answer |

L. Steganography is a technique to implement security mechanisms.

2. Itisthe technique of writing a message in such a way that apart from
the sender and the receiver, no one will suspect the existence of the

message. It enables the sender to hide a message inside another
message.
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3.

Cryptography conceals the contents of a message by enciphering, and

steganography conceals the message itself by covering it with
something.

Traditional techniques of steganography include :
a.

Marking selected letters of a printed document with a pencil such
that the marks are visible only when the document is exposed at
a specific angle to bright light.

Use of some invisible ink to write a secret message such that the

contents of a message are not visible until heated or some other
chemical is applied.

Use of interodots or pin punchers on selected letters such that
these dots are not visible until the paper is exposed in front of a
light.

Some modern techniques of steganography include hiding of a
secret message within an image, audio or video file by inserting
secret binary message information during the digitization process,

Que 1.8. { The hill cipher uses the following key for enciphering

the message.

K(az] .
“\5 7 |

Obtain the decryption key to be used for deciphering the cipher text.

AKTU 2014-15, Marks 05

“12}
gy

K= 3 2
5 7

K= {“11

T g
1

If
PETR [“22 '“12]
D] —dg a4y
D =ayyay—ayay
1 7 -2
Therefore, K'= T [_5 3]

L [ -2/
K*=1_5/11 3/11
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| Encrypt the message “THIS IS AN EXERCISE” using

Playfair Cipher with key = DOLLARS.

OR
Explain Playfair Cipher with example.

l-:"lz-iyf;lir-cipher :

1. The playfair cipher is used for creating a key table.

2. The key table is a 5 x 5 grid of letters that will act as the key for
encrypting our plaintext. Each of the 25 letters must be unique and one
letter of the alphabet (any) is omitted from the table.

3. Inaplayfair cipher, the message is split into digraphs, pairs of two letters.

4. Ifthereis an odd number of letters, Z is added to the last letter.

5. The playfair cipher uses following rules for encrypting process :

a. Ifboth letters are in the same column, take the letter below each
one (going back to the top if at the bottom).

b. If both letters are in the same row, take the letter to the right of
each one (going back to the left if at the farthest right).

c. Ifneither of the preceding two rules are true, form a rectangle with
the two letters and take the letters on the horizontal opposite corner
of the rectangle.

Key = DOLLARS and Message = THIS IS AN EXERCISE

D 0 L A R

S B C E F

G H | W K M

N P Q T U

\Y W X Y Z

First we break the original text (message) into pairs of two alphabets each
as: THISIS AN EX ER CI SE

Now, replacing the text with the text diagonally opposite to it :
TH — PK
IS - GC
IS - GC
AN - DT
EX - CY
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ER - FA
Ci->1Q
SE » BF
Thus, plaintext becomes PK GC GC DT CY FA IQ BF

Que'l,.lo. Write as short note on block cipher and stream cipher.

Block cipher:

1. Ablock cipher is defined as a symmetric key cipher where a group of
plaintext symbols are encrypted together to create a group of ciphertext
of same size.

2. Asingle key is used to encrypt the whole block even if the key is made
of multiple values.

3. During decryption, each ciphertext block is converted to plaintext block,
one block at a time.

Stream cipher:

1. A stream cipher is defined as a symmetric key cipher where encryption
and decryption are done on one symbol at a time.

2. Aplaintext symbol is given as a input to the encryption algorithm one at
a time and on the basis of key applied ciphertext characters are also
created one at a time.

3. The values depend on the plaintext, ciphertext characters and previous
key values.

4. Stream ciphers are designed to approximate an idealized cipher, known
as the One-Time Pad.

| Differentiate between block cipher and stream cipher.

Answer
S. No. Block cipher e Stream cipher
1. In block cipher, keys and |In stream cipher, keys and
algorithm are applied to block | algorithms are applied to each
of data. binary digit one bit at a time.
2. Block cipher is more time |Stream cipher is less time
consuming. consuming.
3. Block cipher is slower than | Stream cipher is faster than block
stream cipher, cipher.
4. Block cipher is used in |Stream cipher is not used in
chaining modes of operation. | chaining modes of operation.
5. Software implementation is | Hardware implementation is casy
casy using block cipher, using stream cipher,
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Pt

1.

What is ideal block cipher ? | AKTU 201617, Marks 10

‘Answe

Ideal block cipher is a block cipher in which the relationship between
the input blocks and the output block is completely random but it must
be invertible for decryption to work.

In ideal block cipher, each input block is mapped to a unique output
block.

Problems with ideal block cipher :

1.

If a small block size, such as n =4, is used, then the system is equivalent
to a classical substitution cipher. Such systems are vulnerable to a
statistical analysis of the plaintext.

This weakness is not inherent in the use of a substitution cipher but
rather results from the use of a small block size.

If n is sufficiently large and an arbitrary reversible substitution between
plaintext and ciphertext is allowed, then the statistical characteristics of
the source plaintext are masked to such an extent that this type of
cryptanalysis is infeasible.

However, an arbitrary reversible substitution cipher for a large block
size is not practical from an implementation and performance point of
view.

Explain modern block cipher with its components.

1.

2.

J.

A symmetric-key modern block cipher encrypts an n-bit block of plaintext
or decrypts an n-bit block of ciphertext.

The encryption or decryption algorithm uses a k-bit key.

Sender Reciever

n-bit plaintext n-bit plaintext

Y i

Encryption  |e—k-bit key—| Decryption

; 7

n-bit ciphertext n-bit ciphertext

Fig. 1.13.1.

Following are the components of modern block cipher :
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————

i S-boxes:

a. Thisis a substitution box where substitution of several bitg is
performed in parallel.

b. It takes n bits of plaintext at a time as input and produces m
bits of ciphertext as output, where the value of n and m may be
the same or different.

ii. P-boxes:

a.  This is a permutation box that performs transposition at the

bit-level, and transposition of several bits is performed at the
same time,

b. The input bits are permuted to produce the output bits :

1. Straight P-box: This P-box takes n bits as input, permutes
them and produces n bits as output. As the number of
inputs and outputs is the same, there are a total of n!
ways to map n inputs to n outputs.

2. Compression P-box : This P-box takes n bits as input

and permutes them to produce an output of m bits where
m<n.

3. Expansion P-box : This P-box takes n bits as input and
permutes them to produce an output of m bits where
m > n.

iii. Circular shift : In circular shift operation, bits can be shifted
either in the left or in the right direction.

. Shannon's Theory of Confisio

| Diffusion, Feistel Structure.

. Questions-Answers

Que 1.14. | Explain Shannon principle of confusion and diffusion.

AKTU 2016-17, Marks 10

OR
What is the Shannon’s theory of confusion and diffusion in terms of

information security ? AKTU 2018-19, Marks 10
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/Answer

Shannon’s theory uses diffusion and confusion for transposition and
substitution operation as :

Confusion :
1. The property of confusion hides the relationship between the ciphertext

and the key.
2. This property makes it difficult to find the key from the ciphertext.

3. Ifasinglebit in a keyis changed, most or all the bits in the ciphertext
will be changed.

4. Confusion increases ambiguity of ciphertext.

5. Itisachieved through substitution algorithm.

6. It isused by stream cipher and block cipher.

Diffusion :

1. The idea of diffusion is to hide the relationship between the ciphertext

and the plaintext.
9. This will frustrate the attacker who tries to find out the plaintext from

the statistical analysis of ciphertext.

3. Diffusion is implemented such as if a single symbol in the plaintext is
changed, several or all symbols in the ciphertext will also be changed.

4. Diffusion increases the redundancy of the plaintext by spreading it
across rows and columns.
5. Itisachieved through transposition algorithm.

6. It is used by block cipher only.

Que 1.15. I Explain Feistel encryption and decryption algorithms.
What is the difference between diffusion and confusion ?

AKTU 2014-15, Marks 05

Feistel encryption algorithm : Feistel encryption algorithm takes a block
of plaintext as input. The plaintext block is divided into two halves i.e., left

(LEy) and right (RE)

a. Input: The plaintext (LE;, RE)

b. Roundi (1 to 16) perform on input (LE; ,, RE. ) the operations :
LE;=RE,_,, RE,;=LE,_, ® flRE,_, K)

¢, This is the input to next round.

d. The key of round i is K.

e. Output: The ciphertext (RE g, LE ()
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Feistel decryption algorithm : In Feistel decryption algorithm, we take
the output of encryption algorithm as input i.e., (LDg, RD;) = (RE,g, LE;¢) and
perform the operations in reverse order. :

a. Input: The ciphertext (LDy, RDy) = (RE ¢, LE,¢)

b. Roundi (1, to 16) perform on input (LD, ,, RE, ,) the operations:
LD, =RD, ,,RD,=LD, , ® f(RD, ,, K, ,)

c. Thisis the input to next round.

d.  Thekeyof roundiis K ..

e. This algorithm is CORRECT - after round i we have LD;=RE ¢ ,,

RD;=1E ;. .

Difference:

1. | Diffusion hides the relation | Confusion hides the relation
between the ciphertext and the | between the ciphertext and key.

] plaintext.

2. | Ifasingle symbol in the plaintext | If a single bit in the key is
is changed, several or all | changed, most or all bits in the
symbols in the ciphertext will | ciphertext will also be changed.
also be changed.

3. |Diffusion is used to create | Confusionisused tocreate faint
cryptic plain texts. cipher texts.

4, It is possible through| It is possible through
transposition algorithm. substitution algorithm.

TAKTU 2017-18, Marks 05

Feistel cipher is a symmetric structure used in the construction of bloc
ciphers.

It is commonly known as a Feistel network.

The Feistel structure has the advantage that encryption and decryptio

operations are very similar, even identical in some cases, requiring onl
a reversal of the key schedule.

Therefore, the size of the code or circuitry required to implement suc
a cipher is nearly halved.

A Feistel network is an iterated cipher with an internal function calle
a round function.
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6. Let F be the round function and let K, K,,..., K bethe sub-keys for the
rounds 0, 1, ..., n respectively. Then, the basic operation is as follows -

a.  Split the plaintext block into two equal pieces (Ly, Ry
b.  Foreachroundi=0,1,..,n compute
Li +1° Ri
R, 1= L S F(R, K).
Then the ciphertextis (R, , ,, L, ,).

c.  Decryption of a ciphertext (R, L, )is accomplished by computing
fori=n,n-1,..,0

R;=L,
Li=R, ®FL;, ,, K)).
d.  Then (L, R)is the plaintext again.
Encryption Decryption
Plaintext Ciphertext
| LO I Rﬂj | 1:"'n+] I Ln+1]

L ]
[ ]
F e F |la—
v
LRn+1 | Ln+ﬂ LLO | RO —|
Ciphertext Plaintext

 Data Encryption Standard (DES), Strength of DES, Idea

| Diferential Croptaralyes, Block Cipher Hodes of
IR Qpetenions; Triple DES
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Discuss DES in detail with suitable block diagram.

“AK
bl

OR
Draw the block diagram of DES algorithm. Also explain its

Marks 10

FrwcEn T

functionality. AKTU 201

1. The DES has a 64-bit block size and uses a 56-bit key during execution
(8 parity bits are stripped off from full 64-bit key). DES is a symmetric
cryptosystem, specifically a 16-round Feistel cipher. ’

2. A block to be enciphered is subjected to an initial permutation IP and
then to a complex key-dependent computation and finally to a
permutation which is the inverse of the initial permutation 1P

3. Permutation is an operation performed by a function, which moves an
element at place j to the place .

4 The key-dependent computation can be simply defined in terms of a
function f, called the cipher function, and a function K5, called the key

schedule.
Explanation :

Plain text (64 bits)

Y

Initial Permutation

(IP)
Y Y ,
LPT RPT
Y Y
, 16 16 »
Key rounds | rounds Key

Y v

Final Permutation
(FP)

y




1-16 D (IT-Sem-7) Introduction

Step 1 : The 64-bit plaih text block is passed to an Initial Permutation
(IP) function.

Step 2 : The initial permutation is performed on plain text.

Step 3 : The initial permutation (IP) produces two halves of the
permitted block; Left Plain Text (LPT) and Right Plain Text (RPT).
Step 4 : Each of LPT and RPT go through 16 rounds of encryption
process.

Step 5 : In the end, LPT and RPT are rejoined and a Final Permutation
(FP) is performed on the combined block.

Step 6 : The result of this process produces 64-bit cipher text.

Functionality of DES : DES is generally used for encrypting plain
text messages in various algorithm modes such as Electronic Code
Book (ECB), Cipher Block Chaining (CBC), Cipher Feedback (CFB)

and Output Feedback (OFB).
Que118 Draw block diagram of DES encryption. Also, discuss
AKTU 2015-16, Marks 15

the strengths of DES.

Answer |
Block diagram of DES encryption :
64-bit plaintext 64-bit key
;* (I A XL NN ] * **....'.... ?

Initial -
permutation Permuted choice 1

e !

Round 1 <4———Permuted choice 2|¢———— Left circular shift

| !

Round 2 <¢——— Permuted choice 2|<¢——— Left circular shift
I T
| - |
¥ ¥

Round 16 <¢—— Permuted choice 2|<¢——| Left circular shift

l

32-bit swap

Inverse initial
permutation

** esceseses *

64-bit ciphertext
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1. InDESencryption, there are two inputs to the encryption function : the
plaintext to be encrypted and the key.

The plaintext must be 64 bits in length and the key is 56 bits in length.

03

3. The 64-bit plaintext passes through an initial permutation (IP) that
rearranges the bits to produce the permuted input.

4. The output of the last (sixteenth) round consists of 64 bits that are a
function of the input plaintext and the key.

5. The left and right halves of the output are swapped to produce the
preoutput.

6. The preoutput is passed through a permutation (IP~ 1) that isthe inverse
of the initial permutation function, to produce the 64-bit ciphertext.
Strength of DES:

1. The inner workings of the DES algorithm are completely known. The
strength of DES lies only in key, which must be secret.

9 It uses 56 bit key in encryption and there are 2°¢ possible keys. A brute
force attack on such number of keys is impractical.

Qﬁeil.'lg_. What is the most security-critical component of DES

round function ? Give a brief description of this function.

AKTU 2014-15, Marks 05

Answer l

The most security-critical components of the DES round function are the S-
boxes.

S-box:

1. An S-hox (substitution-box) is a basic component of symmetric key
algorithms which performs substitution.

2. Inblock ciphers, S-hox is use to hide the relationship between the key
znd the cipher text.

3. An S-box is an m*n substitution unit, where m and n are not necessarily
same,

4 The substitution consists of a set of eight S-hoxes, each of which accepts
6-bits as input and produces 4-hits as output.

5. ‘The first and last bits of the input to box S, form a 2-bit binary number

to select one of four substitutions defined by the four rows in the table
for S,.
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6. The middle four bits select one of the sixteen columns.

7. 'The decimal value in the cell selected by the row and column is then
converted to its 4-bit representation to produce the output.

48-bit input block

4

g

[6-bit sub-block | [ 6-bit sub-block | wmwesmmer

S-box 1

S-box 2

[ 4-bit output ] [ 4-bit outplil

0

!

<

[6-bit sub-block |

S-box 8

r4—bit outpuﬂ

4

l

32-bit output block

Fig. 1.19.1.

Que 1.20. l List the strength of DES in brief. Also explain the triple

DES.

Answer '

AKTU 2018-19, Marks 10

Strength of DES : Refer Q. 1.18, Page 1-16D, Unit-1.

Triple DES :

1. In triple DES, three stages of DES are used for encryption and
decryption of messages.

2. This increases the security of DES. T'wo versions of triple DES are :

a.

Triple DES with two keys :

1. Intriple DES with two keys, there are only two keys K, and
K,. The first and the third stages use the key K, and the
second stage uses K.,

2. The middle stage of triple DES uses decryption (reverse cipher)
in the encryption site and encryption cipher in the decryption

site.



DES cipher

Y

64-bit middle text

v

Encryption
=

DES cipher

C Ifﬁé -bit ciphertextJ

Fig.

o
64-bit middle text

— 7

DES reverse cipher

C| 64-bit ciphertoxt

b. Triple DES with three keys :

1

2.

This cipher uses three DES cipher stages at ¢
site and three reverse cipher at the decryption

The plaintext is first encrypted with a key Kl, the
with a second key K, and finally with a third key

K, and K, are all different.

Triple DES with three keys is used in PGP and S/Mpyg
Plaintext can be obtained by first decrypting the ciphertext
with the key K, then with K, and finally with K,.

P= DK3 (DK2 (DKI (C)D

P ﬁ&—bit plaintext I

DES cipher

¥

DES reverse cipher

Encryption

v

DES cipher

can be avoided in 3 DES ?

Pl

64-bit plaintext 7

R g

DES reverse cipher

*

DES cipher M

*

DES reverse cipher

|

64-bit ciphertexu

ﬁ’ESWlth three keys.

Decryption

he ENeryption

site

n encrypted
Kas whEi'E Kl' A

Decryption

Que 1.21. | What is the idea behind meet-in-middle attack? Howit
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Answer
The main idea behind the algorithm is to dissect
2-encryption schemes, and to apply the meet-in-
them separately.

Meet-in-middle attack can be avoided as :

1. Triple DES can use three key scenarios : two keys are identical and one

is independent.
2.  While no encryption method is totally uncrackable,
method used (including the number of keys) increases
effort needed to break the encryption.
3. Now each encryption level in triple DES is only 56

identical keys means once the key is uncovered, a meet-in
is possible because one key allows across to all the envelope

data payload.
Using two keys provided 112-bits encryption (56-bits x 2) _and’s
considered a safe way to prevent meet-in-middle attacks: This is how

meet-in-middle attack is avoided in triple DES—

the 4-encryption into two
middle attack to each of

the encryption
the time and

-bits, using three
-middle attack
s and the

Que 1.22. | Write a short note on IDEA.

The International Data Encryption Algorithm (IDEA) is a block cipher

1.
and cryptographic algorithm that uses a 128-bit long key and both
diffusion and confusion for encryption.

9. This makes it more secure than the widely known DES, which is based

on the use of a 56-bit key.

3. IDEA also operates on 64-bit plaintext blocks, and uses the same algorithm
for encryption and decryption.

4. E-mail privacy technique called Pretty Good Privacy (PGP) is based on
IDEA. :

5. Following are the strength of IDEA :

a. The IDEA algorithm is resistant to all known cryptanalysis attack.

b. It uses a 128-bit long key.
To attempt a cryptanalysis attack on IDEA, the attacker needs to

c.
perform 2128 encryption operations, which is practically infeasible.

Qu e 1;23_;_5“. Describe IDEA encryption and decryption in brief. Also

explain, how can we generate cryptographically secure pseudo-
AKTU 2017-18, Marks 10

random numbers ?
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Answer

IDEA encryption:

1. IDEA (International Data Encryption Algorithm) is a block cipher that
works on 64-bit plaintext and 128-bit key.

2. The 64-bit plaintext block is divided into four portion of 16-bit plaintext
(P, to P,). These are input to the first round.

3. There are eight such rounds. The key consists of 128-bits.

4. Ineachround, six sub-keys are generated from the original key; cach
of these sub-key consists of 16-bits.

5.

For the first round we have key K, to K, for second round we have
keys K- to K, and finally the last round. The final step consists of an
output transformation, which uses four sub-keys (K4 to K;,).

6. The final output is produced by the output transformation step. The
blocks C, to C, are combined to form the final output.

_____ - d

P; (16 bits) P, (16 bits) P, (16 bits) P, (16 bits)

Y Yy v

Y

- Kl
Round 1 .
- K
Y Yy v Y
-+
Round 2 . Ky
) v v \{
-+ Ky
Round 8 ‘:‘- K,
A y v Y
<+ Ky
Output Transformation B
<Ky,

! RN v

C; (16 bits)C, (16 hits)C, (16 bits) C, (16 bits)

L"oﬁt;':u? Ciphertext (64 Dits) |

|
____________ 4

Fig. 1.23.1, Steps in IDEA.

IDEA decryption : The decryption process is exactly the same as the
encryption process with some alterations in the generation and pattern of
sub-keys. The decryption sub-keys are actually inverses of the encryption
sub-keys,

Cryptographically Secure Pscudo-Random Numbers Generator
(CSPRNG) : A Cryptographically Secure Pseudo-Random Number Generator
(CSPRNG) is a Pseudo-Random Number Generator (PRNG) with properties
that make it suitable for use in cryptography.
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Generating pseudo-random numbers cryptographically :

1. 'The generation of random number in CSPRNGs uses entropy obtained
from a high-quality.

2. We can generate pseudo-random number using counter mode.

3. Asecure block cipher can be converted into a CSPRNG by running it in
counter mode,

4, Incounter mode, secure block cipher is converted in cryptographically
secure pseudo-random number generator.

:_Q'ug 1._:2_4._ | Explain the sub-key generation in the IDEA algorithm.

Answer |

A sub-key generation process is used to generates the sub-keys as follows :

1. In the first round, six sub-keys of 16 bits each, that is, 96 bits are
required. Therefore, the first 96 bits at 128-bit key (say, K) are used for
the first round. The rest of the key bits (97-128) remain unused and,
thus, are kept for the second round.

9. The second round also requires six sub-keys of 16 bits each; that is, a
total of 96 bits. However, we have only 32 unused bits of the key K and,
therefore, we need 64 bits more. To generate the rest of the bits, the
IDEA algorithm uses the key shifting technique.

3. In the third round, we have 64 unused bits of key K’ generated in the
second round, and 32 bits are still required. Thus, the key shifting
technique is again applied, and the key K' is left shifted by 25 bits. This
process continues to obtain 96 bits in each round.

4. The output transformation stage also needs four sub-keys of 16 bits
each.

Que 1.25. | What is the difference between block cipher and stream
cipher ? What are the different modes of block cipher operation ?

Explain any one of them. AKTU 2014-15, Marks 05

OR
Explain different block cipher mode of operation.

AKTU 2016-17, Marks 10

OR
What is block cipher ? Discuss block cipher mode of operations.

AKTU 2017-18, Marks 05
‘Answer |

Block cipher : Refer Q. 1.10, Page 1-9D, Unit-1.
Modes of operation of block cipher:
1. Cipher Feedback Mode (CFB): CFB mode is used where block size are

smaller in size.
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9. Electronic Codebook Mode (ECB):

a.

divided into N blocks.

is i . ulest mode. The plaintext is |
A o areiy less than multiple of n

The block size is n-bits. If plaintext size 18
then extra padding is used in last block.
The same key is used to encrypt and decrypt eac
messages, the ECB mode may not be secure.
The relationship between plaintext and ciphertext block is shown
below : -
Encryption: C, = E(P,)
Decryption: P, = D, (C)
where E : Encryption

D : Decryption

P, : Plaintext block i

C, : Ciphertext block i

h block. For lengthy

3. Ciphertext Block Chaining (CBC) mode :

a.

b.

In CBC mode, each plaintext block is Exclusive-ORed with the
previous ciphertext block before being encrypted.

For the first block a Initialization Vector (IV)is used for EX-ORing
the sender, and the receiver agrees upon the predefined initialization
vector.

The relationship between plaintext and ciphertext block is shown
below :

Encryption : C,=1Vv
C=E®6C_)
Decryption: C, =1V

P =D,(C,®C;_,)

4. Output Feedback (OFB) mode :

a.

It is very similar to CFB mode, with one difference. Each bit of the
ciphertext is independent of the previous bit. This avoids flow of
error from one block to another.

One advantage of this method is that bit errors in transmission do
not propagate. One disadvantage of this method is that it is more
vulnerable to a message stream modification attack thanis CFB.

5. Counter mode :

a.

c,

In counter mode, a counter equal to the plaintext block size is used.
For encryption, zhe counter is encrypted and then XORed with the
plaintext block to produce the ciphertext block.

For decryption, same sequence of counter values is used, with each
encrypted counter XORed with ciphertext block,

Counter mode is used in hardware and software efficiency,
preprocessing, security and simplicity.

Difference : Refer Q. 1.11, Page 1-10D, Unit-1.
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wiing questions are very important. These questions
O ey be asked in your SEOSSIONALS as wellas

]

e and contrast substitution techniques with

Compar
tion techniques under classical encryption.

transposi
Refer Q. 1.5.

What is the difference between block cipher and stream
cipher ? What are the different modes of block cipher

operation ? Explain any one of them.
Refer Q. 1.25.

What is the Shannon’s theery of confusion and diffusion in

terms of information security ?

Refer Q. 1.14.

Explain Feistel encryption and decryption algorithms. What

is the difference between diffusion and confusion ?

Refer Q. 1.15.

Discuss DES in detail with suitable block diagram.
Refer Q. 1.17.

. List the strength of DES in brief. Also explain the triple

DES.
Refer Q. 1.20.

. Describe IDEA encryption and decryption in brief. Also

explain, how can we generate cryptographically secure
pseudo-random numbers ?
Refer Q. 1.23.

©0O
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PART-1

Introduction to Group,Field, Finite Field of the form GF(p),
Modular Arithmetic, Prime and Relative Prime Numbers,
Extended Euclidean Algorithm.

Questions-Answers

Long Answer Type and Medium Answer Type Questions

Que 2.1. | Define group field and finite field of the form GF(p).

AKTU 2015-16, Marks 10

Quezl. |
Answer l

Group : A group (G, denoted by (G, ¢}, is a set of elements with a binary
operation ‘¢ that satisfies following four properties:

1. Closure:c=a<b

9. Associativity:laeblsc=as(bec)

3. Identity:cea=aec=a.

4. Inversc:aged =a ' sa=c.

Fiolds @ A field . denoted by [, +, x}, is a set of elements with two binary
operations, called addition and multiplication, such that foralla, b, ¢ in F the

[ollowing axioms are obeved :

] Foasanintegral domain.
2 Multiplieative inverse : For cach e in F, except 0, there is an element
a Din Fsuch that o L= 1ta 'lu =1,

Gt helds :

L. When n = 1, we have GFp) field. This field can be the set Z .
(0, 1. . p — 1}, with two arithmetic operations (addition and
multiplication).

In this set cach element has an additive inverse and that nonzero
clements have a multiplicative inverse (no multiplicative inverse for

b2

0,

For example : A ficld GF(2) with the set (0, 1) and two operations, addition

and multiplication, is shown as
Gl

[+]o 1 x[0 1

(0, 1 0fo 1 oo o

I — 1y 0 1[0 1
Addition Multiplication

Fig. 2.1.1. GF(2) field.
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Que 2.2 | Explain finite field of the form GF(p) & G . .
wile . t

_ h
suitable example. ! wa_}@ 05

Answer I

GF(p) fields : Refer Q. 2.1, Page 2-2D, Unit-2.

GF(p") fields:

1. The order of a finite field must be of the form p"
n is a positive integer. .

2. Using modular arithmetic in 2_5p, all ofthe ax10m§ for a field 5
For polynomials over p", with n > 1, operations mody]
produce a field. o

For example : Consider the two polynomials in GF(28) .

fa)=xb+x! +22+x+ land g(x) =x7 4 5 4 1
(f+afsa?+x+ D+ +x+1) =a7+x6 4 x4 4 2

swhere pig o Prime and

re Satisﬁed‘
0 pu do not

(polynomial Notation)
(01010111 © (10000011) = (11010100) (binary notation)

{57) € {83) = (D4} (hexadecimal notation)
Que 2.3. I Define ring and field. Give an example of ring which ig
AT onT g T e
not a field. AKTU 2014-15, Marks 05

Answer ] '

Ring: Aring R, denoted by (R, +, ), is a set of clements with two binary

operations, called addition and multiplication, such that for alla, b, ¢ in R the

following axioms are obeyed :

1. Closure under multiplication : If « and & belong to R, then ab s
n R.

2. Associativity of multiplication : a(be) = (ab)e for all ¢, b,cinR.

3. Distributive laws :

also

alb +c¢)=ab+acforalla, b, cin R
(a+b)c=ac+beforalla, b, cin?
4. Commutative of multiplication : ab = ba for all a, b in R.
5. Multiplicative identity : There is an element 1 in R such that
al=laforallainR.
6. No zero divisors : If a, b helong to It and «b = 0, then either a =0 or
b=0.
Fields : Refer Q. 2.1, Page 2-2DA, Unit-2.
Example: (Z, +, ¢)isan example of a ring which is not a field because
not every element of the set 7 e, integer has a multiplicative inverse.

Que 2.4. I Explain the term modular arithmetic.

0113



9-4 D (I'T'-Sem-T) Advanced Encryption Standard

PN

What are the properties of modular arithmetic operation ?

Answer |

AKTU 2015-16, Marks 10 |

Modular arithmetic is a system of arithmetic for integers, where
numbers reduces to a certain value ie., the modulus.

2. Modular arithmetic is used in number theory to calculate checksums
and identifiers to spot error.
3. Modular arithmetic is used to limit the size of integer coefficients in
intermediate calculation and data.
S. No. Property Expression
1. Commutative laws (w+2x)modn =(x +w) mod n
(w x x) mod n = (x x w) mod n
2. Associative laws [(w+x)+ylmodn=[w+(x+y)] mod n
[(t x x) x y] mod n = [w x (x x ¥)] mod n
3. Distributive law [wx (x +y)] mod n = [(wxx)+ (wxy)]
mod n
4. Identities (0 + w) mod n=w mod n
(1 xw)modn=wmodn
5. Additive inverse (-w) | For each w € Z , there exists z such
that w+z=0mod n

Que 2.5. | What is prime and relative prime numbers in

cryptography and network security ? | AKTU 2018-19, Marks 10

Answer

Prime numbers:

L.

&

A prime numberis an integer that can only be divided without remainder
by positive and negative values ofitself and 1.
Any integer a > 1 can be factored in a unique way as :

a= p'll‘ D2 052 i P,
where p < p, <..< p are prime numbers and each @, 1s a positive
integer. This is known as the fundamental theorem of arithmetic.

If p is the set of all prime numbers then any positive integer a can be
written uniquely in the form:

i
a=|]p" where each a,20
pel
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Relatively prime numbers :
1. Two integers a and b ave relatively prime if g @ b)e s
The integers a,, @, ..., @, are pair-wise rel

B3t

at.wmy l)l'im "
(@,a)=" AL
whenever 1 €7 <j<n.
3. Number that is relatively prime to another numbey Meang ¢,

of the two numbers is 1. Therefore, it does not mean thyyg cith e groq
numbers has to be prime. er of the
For example : Are 15, 17 and 28 pair-wise relatively pit
because ged (15, 17) = 1, ged (15, 28) = 1 and ged (17, 98) < 1me ? Yoq
4. The method for caleulating the number of relatively priy, ¢ N
than a given number involves prime factorization, which i CTS |ogg
follows: 8lvey a
Step 1: Find the exponential prime factorization of the
Step 2 : Taking each term separately, change the term
i  Subtract 1 from the base for the first number.
i.  Subtract 1 from the exponent and evalu
second number.
Step 3 : Multiply all the numbers together found in step 2.

Que 2.6. I Describe the extended Euclidean al gorithm to fipq the
multiplicative inverse.

.

Numbey,

ate the EXpression fop the

Answer

!

1. The extended Euclidean algorithm is an extension to the Euclidean

algorithm.
2. Besides finding the ged of two positive integersx and y, it simultaneously
find the multiplicative inverses « and b such that -
m*x + n*y = ged (x, y)
where m is the multiplicative inverse of ¥ mod v and 1 is the multiplicative
inverse of y mod .
Algorithm : To find the ged of two positive integers along with the
multiplicative inverses following steps are involved :
. ai=%
2. bh:=zy
3. c:=1
4. d:=0
3. ¢c:=0
6. f:=1
7. while (b 0)
{
q:=alb
ri=a—q*h
a:=h
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h:i=r
m:=c—q*d
c:=

=n
]
8. ged(x,y):=a
9. m:=¢
10. n:=e

PART-2

Advanced Encryption Standard (AES) Encryption
and Decryption, Fermat’s and Euler’s Theorem,
Primality Testing.

Questions-Answers

Long Answer Type and Medium Answer Type Questions

Que 2.7. l State the Advanced Encryption Standard (AES). Also

provide the functioning of AES. AKTU 2018-19, Marks 10
OR
Write a short note on AES. AKTU 2017-18, Marks 05
Answer

L. AES is a block cipher intended to replace DES for commercial
applications. It uses a 128-bit block size and a key size 0f 128, 192, or 256
bits.

2. ALS does not use a Feistel structure. Instead, each full round consists of
four separate functions : byte substitution, permutation, arithmetic
operations over a finite field, and XOR with a key.

—

ALS 15 a non-Feistel eipher that encrypts and decrypts a data block of
28 bits. AIS nses a symmetrie key algorithm.
Functioning of AES :

L. Encryption process : In encryption process, each round comprise of
lowr sub-processes. The fivst round process is shown as :
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Cipher key Plaintext
K, (128 bits) AddRoundKey
SubBytes
ShiftRows -
o
=
3
=
MixColumns ~
K, (128 bits) ———»  AddRoundKey

Fig 21

a. Byte substitution (SubBytes) : It uses an S-box to perform 5
byte-by-byte substitution of the block. The result is stored i 4
matrix of four rows and four columns. -

~b. ShiftRows : Each of the four rows of the matrix is shifted in th,
left. Any entries that ‘fall off’ are re-inserted on the right side of
TOW.

¢ MixColumns : Each column of four bytes is transformed using s
special mathematical function. This function takes four bytes of
one column as input and generates outputs of four completely new
bytes, which replace the original column. The result is another new
matrix consisting of 16 new bytes. This step is not performed in the
last round.

d. AddRoundKey: The 16 bytes (128 bits) of the matrix are XORed
to the 128 hits of the round key. If this is the last round then the
output is the ciphertext., Otherwise, the resulting 128 bits are
interpreted as 16 bytes and other similar round starts again.

2. Decryption process : The process of decryption of an AES ciphertext
is similar to the encryption process in the reverse order. Each round

consists of the four processes conducted in the given order :

i. AddRoundKey

i MixColumns

i, ShiftRows

iv. Byte gubstitution ;
Since sub-processes in each round are in reverse manner the encryption
and decryption algorithms needs to be separately implemented.

Que 2.8_'. What are the advantages and disadvantages of AES?
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Advantages !

1.

2.

3.

4.

.'\_: i ;gnp—.._;: roy
%’ s ke .
Pt iR IAT.

It is mogt robust security protocol as it is implemented in both hardware

and software.

It uses higher length key sizes guch as 128, 192 and 256 bits for encryption.

Hence it makes AES algorithm more robust against hacking.

It is most common security protacol used for various applications such
ommunication, financial transactions, e-business, encrypted

aswireless c

data storage, etc.
For 128 bit, about 2128 attempts are needed to break. This makes it very

difficult to hack it as aresult it is very safe protocol.

Disadvantages :

1

2.
3.
4

theorem, find the value of 3201 mod 11.

1.

Answer |
Fermat’s little theorem :

It uses simple algebraic structure.
Every block is always encrypted in the same way.

Hard to implement with software.
AES in counter mode is complex to implement in software taking both

performance and security into considerations.
Describe the Fermat’s little theorem. Using Fermat’s

Fermat’s theorem also known as Fermat’s little theorem states that if
Pisprime and ‘a’is a positive integer not divisible by Pthen:
aPl=1mod P

Second condition says that if, Pis a prime and a is an integer,

then af’ =a mod P.
Proof : Z_is the set of integer {0, 1 ... P — 1} when multiplied by a
modulo P, the result consists of all the element of Zp in some sequence,
furthermore, a x 0 = 0 mod P.
Therefore, the (P— 1) numbers (@ mod P, 2a mod P, ..., (P—1)a mod P)}

are just the number (1, 2 ... (P = 1)} in some order.
Multiplying the numbers in both sets and taking the result mod P gives

x ((P=1)a) = [(a mod P) x (2a mod P)
x...x((P-1)amod P)] mod P

1x2x...x(P-1)] modP
(P-1)!mod P

axZax,..

il

But,
ax2ax... x(P=1a)= (P-11al!
(P-D!a =P -1 !'modP

|
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ol 1 mod P ' i
Numerical : -
3101 (m_od 11)
Therefore, 9201 = (310)20 % 3= 3 (mod 11)

ARTURVI67, Marky 7

Euler's theorem : This theorem states that for every a and n that oy
relatively prime : : ¢
a¥ =1 (mod n) (210 y
Proof: ' '
a.  Equation(2.10.1)is trueif n is prime, because in that case ¢(n) = (n~1
and Fermat's theorem holds.
b. 'We know that §(n) is the number of positive integers less than n that are
relatively prime to n.
c. Consider the set of such integers :
R ={x,,x,,...,x,,),i.e., each element x; of R is a unique positive integer
less than n with ged (x, n) = 1.

d  Now multiply each element by @ and modulo n :

S = {(ax, mod n), (ax, mod n), ..., (axﬂn] mod n)) |
e. Becausea isrelatively prime to n and x; is relatively prime to n, ax; must |
also be relatively prime to n. Thus, all the members of S are integers that |

are less than n and that are relatively prime to n.
There are no duplicates in S.
f. I ax,modn=ax;mod n thenx, =x;

J
¢ln) 4(n)

Therefore, | | (ax, mod n) = |BE
i=1 i=l

#n) 4(n)

ax; = [ 1% (mod n)
i=1 i=}
$(n)

éin)

a¥” x [H ]x,. = 1% (mod n)

iel =1
a¥™ = 1 (mod n)

Qnﬂ 211: | Explain Euler’s totient function.

Answer

1, Euler’s totient function, (Euler’s phi function) denoted as ¢(n), is the,
function containg number of positive integers that are smaller than 1/
and relatively prime to n, The et of thege numbers is represented by Zy
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2.

A set of rules used for calculating the value of ¢(n):

Rulel:4(1)=1

Rule 2 : §(p) = p— 1, if p is a prime number

Rule 3 : $(m * n) = d(m) * ¢(n), if m and n are relatively prime

Rule 4 : §(p°) = p¢ —p¢~ 1, if p is prime

To compute ¢(n), suppose that we have two prime numbers p and g,
such that p # ¢ and n = pq. Then :

o(n) = ¢(pq)
= ¢&(p) * ¢(q)
=@pP-1*(@g-1)

= What is primality testing ? What are its categories ?

1 ) anahty testing is used to check whether a given large number is
prime or composite.

The algorithms for checking the primality are divided into two categories :
Deterministic algorithm : This algorithm accepts a number (say,

p) as input and output the result, either that p is prim.e orthatpis
composite. There are two types of deterministic algorithms :

2.

a.

i.

ii.

Basic algorithm : This algorithm check whether a number p
is prime or not is to divide p by all values m (from 2top— 1) and
check whether p is fully divisible by any value of m.
Divisibility algorithm : In this algorithm, instead of testing
upto p — 1, testing upto only \p is sufficient. The reason behind
this is that if p is composite, then it can be factored into two
values, and atleast one of the values must be less than or equal
to \fp.

Probabilistic algorithm : This algorithm is use to check the
probability of a number being prime. These algorithms accept an
integer p and output the probability of p being prime. There are two
types of probabilistic algorithm tests :

1.

Fermat’s primality test : This is a probabilistic test that
checks whether a number is prime or not.

Miller-Rabin test : It is also a probabilistic test to check
whether a number taken at random is prime or not. This test
returns the result as composite if p is not prime, or as
inconclusive if p may or may not be a prime number.

18, | Give the Miller-Rabin algorithm for testing primality.
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number for primality. ' \
2. 1t is a polynomial-time algorithm with a run-time complexity of |
Ol(log n)d). : .
3. InMiller-Rabin algorithm, we take into account two basic properties of |
prime numbers : |
a. Ifpisaprimenumberandxisa positive integer (1 <x <p), then 42
mod p = 1if and only if x mod p =lorxmodp=-1.
b. Ifp is a prime number greater than 2, we can say that p -1 = 2hq
where k > 0 and g is odd, thenx9modp =1 or x7 =1 (mod p).

2.14. | Write the pseudocode for Miller-Rabin primality testing,

e b

wﬁetiaer 61 is prime or not using the same Miller-Rabin tegt,
'AKTU 2014-15, Marks 05]

A

Psegdomde for Miller-Rabin primality testing:

Miller—Rabin(Biglnteger n, int s) [/ return “true” or “false”

/I test whether n is prime ;

// if it returns “false”, then n is not prime ;

/! if it returns “true”, then n is prime ;

// with probability atleast 1~2** (-s).

// s is number of tests we want to perform on'n.

Bigintegera;

for (int i = 1; i <= s; ++i)

a = Random (2, n - 1),

if Witness (a, n) return false ;

}

return true :

}

Numerical : We know that if n is a prime,
a"—1=1modn

We use base (b) 2,
61-1=16x2’>3n=15,8=2,a=2

Initialization : b = 2 mod 61 = 11 mod 61

g=1, b = 112 mod 61 = — 1 mod 61 (prime)

Hence, 61 is a prime number.

SR

ok PART-3 |
.. Chinese Remainder Theorem, . . .
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Chmese remainder theorem :

1.

The Chinese Remainder ’I‘heorem (CRT) is used to solve a set of
congruent equations with one variable but different moduli, which are
relatively prime. |

x=a, (mod m,)

X=a, (mod m2)

x = a, (mod my)
The Chinese Remainder Theorem states that the above equations
have a unique solution if the moduli are relatively prime.
The solution to the set of equations follow these steps:
a. FindM=myxmgx...xm,. This is the common modulus.

b. Find M,=M/m,, M,=M/m,, ......c.... M, =M/m,.
¢. Find the multiplicative inverse of M,, M, . M,. Using the
correspondmgmoduh (my, My, ..., My)- Callthese mversesasM
e M

d. The solutlon to the simultaneous equatwns is:
x=(a, xM; xM~ Tva,x M, xMy, 4. . . +a,xM, x M,™') mod M
Numencal Solvmg simultaneous congruence for X = 2 mod P for all P
€ {3,5,7

X=2modPforallP e (3,5, 7}

X=2mod3
X=2mod5
X=2mod 7
Step1: M=3x5x17=105
Step2: M, = 105/3 =35
M, = 105/5 = 21
Mg=105/7=15

Step3: M1"1=(35xx) mod2=1
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e
I,
M2-1=(21xx)m0d2=1 N

M3‘1=(15xx)mod2=1
X=(2x35x1+2x21x1+2x15x1_)m
=y

Step4:

O 2;1& Define the Chinese remainder theorem. Fing the
Va]

of Congruence using the Ch LT
In

of x for tha following sets
remainder theorem.

X =2mod 7andX=3mod 9. . AKTU2°1516,M”I‘.
3 n e ; Eibyy e 71'0:

EQE

a;inese remainder theorem Refer Q. 2.15, Page 2-12D, Unit.o

Numerical :
- X=2 mod 7

X=3modS
M=m,xmy
=Tx9=63
M1=63f7=9
M,= =63/9="T
M 1= 9-1mod 7
= 9¥D-1mod 7
- 92-1mod 7T=9mod 7=2
M 1=1" Imod9
= 769-1mod 9
=7-1mod9
= 72 mod 9
=49 mod 9
=4
X:(allexM1‘1+a2xszM2‘1)mod63
X=(2x9x2+3x7x4)m0d63
X = 120 mod 63
X =57 '

Q 7. What do you understand by Chinese Remainder

Theorem ? Solve the following congruent equations by Chinese
Remainder Theorem :
ii Xz2mod3

jii,. X=z3mod5
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Chinese remainder theorem : Refer Q. 2.15, Page 2-12D, Unit-2.
Numerical :
Step 1: Given X=2mod3
a;=2 my= 3
X=3mod5
a,=3 my= 5
Thus, common modulus M =m,; x my=3%x5= 15
Step 2 : Compute M,, M,

Step 3 : Compute the multiplicative inverse of M, and M, in modulom,

nd m, respectively _
M '=(5xx)mod2=1

, M, 1=(3xx)mod3=1
Step 4 : The solution to the simultaneous equation is as follows :
x=(a;, xM;x Ml"l +a, x M, xMz‘l)mod 15

=(2x5x%x2+3x3x3)mod 15=47mod 15=2

Que 2.18 Explain the Chinese Remainder Theorem with example.
How Chinese remainder theorem provide the security to online

TAKTU 2018-19, Marks 10,

information sharing transactions.
OR

Explain Chinese remainder theorem with example.
'AKTU 2016-17, Marks 10

Chinese remainder theorem : Refer Q. 2.15, Page 2-12D, Unit-2.

Security to online information sharing transaction :

1. Chinese remainder theorem enables end-to-end transport layer security
between WAP clients and servers located across the wired internet.

2. It uses secret sharing, which consist of distributing a set of sharesin the

form of congruence, among the group of people who all together can

recover that secret share.

: Find the values of x for the following sets of Congruence

ﬁsing thé.bhinese remainder theorem.
X = 2(mod 3)
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X=1(mod4)
X =3(mod5)

X =2(mod 3)
X=1(mod 4)

X = 3 (mod 5) ‘
M:mlxm2xm3
M=3x4x5=60

M, = 60/3=20

M, = 60/4 = 15

M, =60/5=12

M ~1=20-1mod 3
= 20¥3-1mod 3
=202-1mod 3
=20 mod 3
=2

M, 1=15-1mod 4
= 15¥4)-1m0d 4
= 151~ 1mod 4
= 15%mod 4
= 1mod 4
=1

M 1=12-1moed5
= 12#6)-1mpd 5
=129mod 5
= 1728 mod 5
=3

X—(a x M, xM,~

+a xM, xM,~ ‘+a3xM x M=) mod 60
X

_((2x20x2)+(1x15x1)+(3x12x3))mod60

X = (80 + 15 + 108) mod 60
X =(203) mod 60
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1. Discrete logarithms are the set of congruence classes a,...,p=-1
under multiplication modulo, the prime p. .

9. Let G be a finite cyclic group with n elements. We assume that the
group is written multiplicatively.

3. Let b be a generator of G ; thenevery e
the form g = b* for some integer k.

4. Furthermore, any two such integers represen
modulo n.

5. We can thus define a function log,
of integers modulo n) by assigning

- modulo n.
This function is a group isomorphism, called the discrete logarithm to base b.

lement g of G can be written in
ting g will be congruent

G—Z_ (whereZ, denotes the ring
to g the congruence class of &

6.
For example, consider (Z,,)*. To compute 34 in this group, we first
compute 3%= 81, and then we divide 81 by 17, obtaining a remainder of
13.
Thus 3¢ = 13 in the group (Z,,)*.
Que2.21- | What is the principle of public-key cryptosystems ?
Discuss the applications for public-key cryptosystems.

Principle of public-key cryptosystem : The concept of public-key
cryptography evolved from an attempt to solve the most difficult problems
associated with symmetric encryption i.e., (1) two communicants already
share a key, which has been distributed to them and (2) the use of a key
distribution center. The second problem negates the very essence of
cryptography: the ability to maintain total secrecy over the communication.

Applications for public-key cryptosystem : The use of public key
cryptosystems is classified into three categories : ‘

a. En.cryptionldecryption : The sender encrypts a messagé with the .
recipient’s public key.
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b. Digital signature : The sender signs a message with its prjy
Signing is achieved by a cryptographic algorithm applied to the
or to a small block of data that is a function of the message.

¢ Key exchange: Two sides cooperate to exchange aisession key. Sey erg]
different approaches are possible, involving the private key(s)

both parties.

ate key
Messag,

s

Fomenza
i o

Que 222 Describe RSA algorithm, encryption and decryptiy,
function. In RSA, given e = 07 and n = 3. Encrypt the message “Mp»
using 00 to 25 for letters A to Z. AKTU,?DHJQ?M@ ’ :

1. RSAisa public key encryption algorithm, named for its inventors (Rivest,
Shamir and Adleman)
2. The RSA algorithms is based on the mathematical part that it js easy tg

find and multiply large prime numbers together, but it is extremely
difficult to factor their product.

Key Generation :
L Select two prime numbers pandgsuchthatp#gq
2. Calculate n =pxgq
3. Calculate ¢(n) = P-1g-1)
4. Select integer e such that ged (d(n),e)=1:1<e< d(n)
5. Calculated =¢ -1 (mod ¢(n))
6. Public key PU = {e, n}
7. Private key PR = (d, n)
Encryption :
Calculate ciphertext C = M® mod ni.
Decryption :

Calculate plaintext M = C9 mod n.
Numerical :
1. Translate the numbers into letters : M = 12 and £ = 4
2. Encrypt each block M using, C = M7 (mod 3)

3. ForM=12
C =127 (mod 3)
= 12% x 123 (mod 3)
= (122)2 x 122 x 12 (mod 3)
=10
ForE=4

C= E7 (mod 3)
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= 47 (mod 3)
= 4 (mod 3)
=1
The encrypted ciphertext is: 0 and 1. _
| Explain RSA algorithm. Perform encryption and

RSAalgonthm :

18
2.

The RSA algorithm is asymmetric key cryptographic algorithm.

The RSA algorithm is based on the mathematical fact that it is easy to
find and multiply large prime numbers together, but it is extremely
difficult to factor their product.

The private and public keys in RSA are made u

prime numbers.
The real challenge in RSA is the selection and generation of the public

and private keys.

The RSA algorithm is shown as :

a. Choose two large prime numbers p and g.

b. Calculaten=p xgq.

c. Select the publickey (i.e., the encryption key) e such thatitisnot a
factor of (p — 1) and (g — 1). _

d. Select the private key (i.e., the decryption key) d such that the
following equation is true :

_ (dxe)mod(p-1x(@g-1=1

e.  For encryption, calculate the cipher text C from the plain text M as

follows :

p of 100 or more digits

C=M°modn
. Send C as the cipher text to the receiver:
g. For decryption, calculate the plain text C from the cipher text C as

follows :
M=C%modn

Numerical :

Stepl:p=11,¢=13
Step2:n=pxqg=11x13=143
Step 3 : Calculate
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dn)=p@p-Dg-1)
=(11-1)(13-1)=10x12=120
Step 4 : Determine d such that de = 1 (mod 160)
d =e~1mod 160
Usmg extended Euchdean algonthm we calculate d.

, 120 T 1 0 1 -17
7 1 0 1 =17 120
1 0 -17 120

=-17mod 120
d =103
Public key = (7, 143]
Private key = (103, 143)
Encryption (C) = M? (mod n)
M=9
C = 9" mod 143
= (9% mod 143) x (9% mod 143)
(9! mod 143)] mod 143
= (126 x 81 x 9) mod 143
= 91854 mod 143
=48
Decryption (M) = 1319 mod 143

Quezﬂ | Discuss public key cryptosystem. Explain RSA algorithm

with suitable steps. Let p = 17, = 11, ¢ = 7 and d = 23. Calculate the
public key and private key and show encryption and decryption for
plain text M = 88 by using RSA algorithm.

‘AKTU 2017-18, Marks 10
A’n_swei; ]

Public key cryptosystem : Refer Q. 2.21, Page 2-16D, Unit-2,
RSA algorithm : Refer Q. 2.23, Page 2-18D, Unit-2.
Numerical ;

Stepl:p=17,g=11

Step2:n=pxqg=17x11=187

Step 3 : Calculate ¢(n) = (p 1) (g -1) =16 x 10 = 160

Stepd:d=23ande="7

Public key is {7, 187}

r_..._.__ S
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Private key is {23, 187)
Encryption : Ciphertext is
C = M¢ mod n = 887 mod 187 = (882 mod 187) (885 mod 187)
= [77 x (77 x 77) x 88] mod 187 = 11
C=11
Decryption : Plaintext is
M =C%mod n = 1123 mod 187 = (11° mod 187) (118 mod 187)
= [44 x (44 x 44 x 44) (11° mod 187)] mod 187
= [44% x 22] mod 187 = 88

What are the advantage and disadvantage of RSA ?

e b
dvantages :

1. Convenience : It solves the problem of distributing the key for
encryption. 4

2. Provides message authentication : Public key encryption allows
the use of digital signatures which enables the recipient of a message to
verify that the message is from a particular sender.

3. Detection of tampering : The use of digital signatures in public key

encryption allows the receiver to detect if the message was altered in

transit. A digitally signed message cannot be modified without invalidating

the signature.
4. Provides non-repudiation : Digitally signing a message is related to
physically signing a document. It is an acknowledgement of the message

and thus, the sender cannot deny it.

Disadvantages :

1. Public keys should/must be authenticated : No one can be
absolutely sure that a public key belongs to the personit specifies and so
everyone must verify that their public keys belong to them.

2. Slow : Public key encryption is slow compared to symmetric encryption.
Not feasible for use in decrypting bulk messages.

3. Uses more computer resources : It requires a lot more computer
supplies compared to single-key encryption.

4. Widespread security compromise is possible : If an attacker
determines a person’s private key, his or her entire messages can be

read.
5. Loss of private key may be irreparable : The loss of a private key

means that all received messages cannot be decrypted.

Que 2.26. | What are the securities of RSA ? Perform encryption

and decryption using RSA algorithm for p = 17, g = 11, e = 7,
AKTU 2015-16, Marks 10

‘m = 88,
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'l.'hreeApnssib'le approaches and securities of the RSA algorithm are :
1. Brute force : This involves trying all possible private keys.

a  The defense against the brute force approach is to use a large key
space.
2. Mathematical attacks : There are several approaches used for
factoring the product of two primes.

a. The defense against mathematical attacks is to use factoring

performance as a benchmark against which to evaluate the security
of RSA.

3. Timing attacks : These depend on the running time of the decryption
algorithm. Counter-measures that can be used, includes the following :

a. Constant exponentiation time : Ensure that all exponentiation
take the same amount of time before returning a result. This is a
simple fix but does degrade performance.

b. Random delay : Better performance could be achieved by adding

a random delay to the exponentiation algorithm to confuse the
timing attack.

c. Blinding : Multiply the ciphertext by a random number before
performing exponentiation. This process prevents the attacker from
knowing what ciphertext bits are being processed inside the
computer and therefore prevents the bit-by-bit analysis essential
to the timing attack.

Numerical :
Stepl:p= 17,q¢=11
Step2:n=pxqg=17x11=187
Step 3 : Calculate ¢ (n)=(p-1) (g-1)
=16 x 10 = 160
Step 4 : Determine d such that de = 1 (mod 160)
d =¢1mod 160 takinge=17
Using extended Euclidean algorithms we calculate d.

A P b e PG bl I S
22 | 160 7 6 0 | 1 22
1| 7 6 1 1 b, <82 23
6 | 6 1 o | 22| 23 | -160
1 0 23 | -160
d=23

I"'ub]ic key = {7, 187)
Private key = (23, 187}
11 to be kept secret.
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Encryption :
Given:

Decryption :

C = M¢ (mod n)
M = 88
C = 887 mod 187
= [(88% mod 187) x (882 mod 187)
(881 mod 187)] mod 187
=(132 x 77 x 88) mod 187 = 11

M = 1122 mod 187
= [(11! mod 187) x (1 12 mod 187)
x (114 mod 187) x (118 mod 187)
x (118 mod 187)] mod 187

= (11x 121 x 55 x 33 x 33) mod 187 = 88.

Differentiate between DES and AES.

SNo Basis for. DES (Data. _.AES_._(Advanced > ;
.. | Comparison| Encryption . Encryption
' Standard) Standard)
1. Basic Data block is divided | Data block is processed
into two halves. as a single matrix.
2. Principle DES work on Feistel | AES works on
cipher structure. substitution and
permutation principle.
3. Plaintext Plaintextis of 64 bits | Plaintext can be of

128,192, or 256 bits.

DES in comparison to
AES has smaller key

4, Key size

AES has larger key size
as compared to DES.

slower.

size.

5. Rounds 16 rounds 10 rounds for 128-bit
algo, 12 rounds for 192-
bit algo, 14 rounds for
256-bit algo.

6. Rounds Expansion Subbytes, Shiftrows,

Names Permutation, XOR, | Mix columns,
S-box, P-box, XOR | Addroundkeys.
and Swap.

7. Security DES has a smaller | AES has large secret
key which is less key which is more
secure. secure.

8. Speed DESis comparatively | AES is faster.
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Q.5.

Q. 6.

Q.7.

- Iustrate the concept of Chinese Remainder Th

Define group field and finite field of the form GF(p), |
Refer Q. 2.1.

State the Advanced Encryption Standard (AES). Also Provig, |
the functioning of AES.

Refer Q. 2.7.

{
eorem, By !I

using Chinese Remainder Theorem solve the simultaneqy, |

congruence X =2mod P forall P € (3, 5, 7). |
Refer Q. 2.15. ]|
Explain the Chinese Remainder Th
How Chinese remainder theorem
online information sharing trans
Refer Q. 2.18.

corem with example, |
provide the security ¢,
actions. ]

|
|
|
|

What is the principle of public-key cryptosystems ? Discuss |

the applications for public-key cryptosystems.
Refer Q. 2.21.

Describe RSA algorithm, eneryption and decryption
function. In RSA, givene =07 and n = 3. Encrypt the message
“ME?” using 00 to 25 for letters A to Z.

Refer Q. 2.22.

What are the securities of RSA

? Perform encryption and
decryption using RSA algorithm for p = 17, ¢ = 11, ¢ = 1,
m =88, '

Refer Q. 2.26.

©O0
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Message Authentication Codey

o Message Agjtﬁéntic_ation Codes, Au:'tﬁien'ti&ﬁiiéh;_ﬁeqiiifements,'
 Authentication Functions, Message Authentication code. "

~_ Questions-Answers

~ Long Answer Type and Medium Answer Type Questions
e e 33;;}:-_..“‘}:-». S e k} s -‘!J‘“‘.»'IJ‘.:’:'_.(T""-“'VE:‘ i =:-=;'= S *k“\ :

Discuss the message authentication codes. Also give

the use of authentication requirement in MAC.

Message Authentication Code :

1. Acryptographic Message Authentication Code (MAC) is a short piece of

[AKTU 201819, Marks 10,

information used to authenticate a message. ,
9. AMAC algorithm accepts as input a secret key and an arbitrary length |

message to be authenticated, and outputs a MAC (sometimes known as

a tag).

3. The MAC value protects both message’s data integrity as well as its

authenticity, by allowing verifiers (who also possess the secret key) to

detect any change to the message content.

4., MACiswrittenas:

I Sender J

r Message J
Y
MAC
—
Key (K) algorithm
Y
MAC
MAC:
Message Authentication Code

r Receiver I

[ Message ]
3
MAC
Message J Key (K) =™ algorithm
MAC
X
MAC - MAC

Decision : If same then authenticity
and integrity checked, else something

is wrong.

B

Fig. 3.1.1, Message Authentication Code.
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MAC = C(K, M)
where M is a variable length message, K is the secret key shared only by
gender and the receiver, and C(K, M) is the fixed length authenticator.

Use of authentication requirement in MAC : Authentication
requirement in MAC is used to verify the integrity of a message i.e.,
whether the message is from the authorized sender or not.

‘Que 8. .| What types of attacks are addressed by message

t;ﬁfhenti cation ?

Mes of attacks that are addressed by message authentication are :

1. Masquerade:
This attack happens when the messages from a fraud source are
put into the network.

b. This attack also includes the fake acknowledgements corresponding
to the received or failed messages by some other entity except the
intended recipient.

2. Modification of the message :

a. This attack involves making certain modifications in the contents
of the captured message or changing the sequence of messages
being transmitted between the communicating parties.

3. Timing modification :

a. This attack involves delaying or replaying the messages being
transmitted.

b. The term ‘replay’ means capturing a copy of the message sent by
the original sender and retransmitting it later to bring about an
unauthorized result.

c. In a connection-oriented application, the entire session can be
delayed or replayed, whereas in a connection-less application, the
individual messages can be delayed or replayed.

a.

Why message authentication is required ? Discuss
working of MAC with suitable block diagram. Also discuss HMAC &
CMAC in detail. 'AKTU 2017-18, Marks 10

Message authentication is required to protect both message’s data integrity
as well as authenticity.

Working of MAC : Let us assume that the sender A wants to send a message
M to areceiver B, as shown in Fig. 3.3.1.
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A and B share a symmetric (secret) key K, which is not known to
anyone else. Sender ‘A’ calculates the MAC H1 by applying key K to the
message M. -

A then sends the original message M and the MAC H1 to B.

When B receives the message, B also uses K to calculate its own MAC
H2 over M. ' '

B now compares H1 with H2. If the two match, B concludes that the
message M has not been changed during transit. However, if H1 do not
match H2, B rejects the message, realizing that the message was changed
during transit.

HMAC :

HMAC (Hash-based Message Authentication Code) has been chosen as
a mandatory security implementation for the Internet Protocol (IP)
security and is also used in the Secure Socket Layer (SSL) protocol,
widely used on the Internet.

The fundamental idea behind HMAC is to reuse the existing message

digest algorithm, such as MD5 or SHA-1.

HMAC treats the message digest as a black box.

It uses the shared symmetric key to encrypt the message digest, which
produces the output MAC.

CMAC:

Cipher-based Message Authentication Codes (CMAC) are the tools used
for calculating message authentication codes using a block cipher coupled
with a secret key.

CMAC s used to verify both the integrity and authenticity of a message.
In CMAC, the message is divided into N blocks, each m bits long. The
size of the CMAC is n bits.
Ifthe last block is not m bits, it is padded with a 1-bit followed by enough
0-bits to make it m bits. The first block of the message is encrypted with
the symmetric key to create an m-bit block of encrypted data,
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Tttt

. This block is XORed with the next block
‘ o create a new m-bit block.

and the result is encrypted

again t
‘Que 84, || What are the requirements of a Message Auth
Code (MAC) ? Discuss the logical structure, components and
algorithmic steps of MD5 algorithm. [AETU 2014:15; Mar’ s 10,

OR
all required steps and suitable block

"AKTU 2017-18, Marks 10

entication

.5 algorithm with

Discuss MD

diagram.

Requirements for MACs : The MAC functio

requirements :

1. If an opponent observes M and C(
infeasible for the opponent to construct a me
C(K, M’) = C(K, M).

9. C(K, M) should be uniformly distributed in the sense that for randc.)mly
chosen messages, M and M’, the probability that C(K, M) =CEK, M) is 27,
where n is the number of bits in the MAC.

3. LetM be equal to some known transformation
example, f may involve inverting one or more
PriC(K, M ) = C(K, M) =2™.

Logical structure of MD5 algorithm :

n should satisfy the following

K, M), it should be computationally
ssage M’ such that

on M that is, M’ = f{M). For
specific bits. In that case,

Message| Message Message
block 1 | block 2 |_ _ | blockn
Message| Message ~ TMessage| Length
block 1 | block 2 | _ | block n | padding

@ . f f Finalisation _P'@
1. The one-way compression function f transforms two fixed length inputs
to an output of the same size as one of the input.
9. The algorithm starts with an initial value, the initialization vector (IV).
The IV is a fixed value algorithm.

3. For each message block, the compression function f takes the result so
far, combines it with the message block, and produces an intermediate

result.
4. The last block is padded with zeros as needed and bits representing the

length of the entire message are appended. -

5. The last result is then fed through a finalisation function.

6. The finalisation function compresses a bigger internal state into a smaller
output hash size.
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Components of MD5 algorithm :

1. Buffer: MD5 uses a buffer that is made up of four words that are each, |
32 bits long. These words are called A, B, C and D. '

2. Table : MD5 uses a table K that has 64 elements. Element number ; is
indicated as K.

3.  Four auxiliary functions : MD5 uses four auxiliary functions that |
each take as input three 32-bit words and produce as output one 32-bit
word. They apply the logical operators AND, OR, NOT and XOR to the
input bits. -

4. Blocks processing : The contents of the four buffers (4, B, Cand D) |
are mixed with the words of the input, using the four auxiliary functions
(F, G, H and I). There are four rounds, each involves
16 basic operations.

Algorithmic steps of MD5 :

Step 1: Padding : The first step in MD5 is to add padding bits to the
original message. The aim of this step is to make the length of the

original message equal to a value 64 bits, but less than an exact multiple
of 512.

|
Original Message @ Padding (1-512 bits) ‘
|
|

:

Original Message Padding |

%
A
~
:'-._:

Fig. 3.4.1. Padding process.

Step 2: Append length : After padding bits are added, then calculate
the original length of the message and add it to the end of the message.

Original Message | Padding (Optional) @ Length

l i

Original Message | Padding (Optional) | Length

Data to be hashed (digested)

 Fig. 8.4.2, Append length,
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Step 8 : Divide the input into 512-bit blocks : We divide the input
message into blocks, each of length 512-bits.

Data to be hashed (digested)

Y Y L Y Y
Block 1 | Block 2 | Block 3

512-bits 512-bits 512-bits

Step 4 : Initialize chaining variables : In this step, four variables - -
(called as chaining variables) are initialized. They are called as A, B, C
and D. Each of these is a 32-bit number. - .
Step 5 : Process blocks : After all the initializations main algorithm is
executed :

Copy the four chaining variables into four corresponding variables, a,
b,cand d. Thus,wehavea=A,b=B,c=Candd =D,

Divide the current 512-bit block into 16 sub-block.

We have four rounds. In each round, we process all the 16 sub-blocks
belonging to a block. The inputs to each round are : (i) all the 16 sub-
blocks, (ii) the variables a, b, c and d (iii) some constants, designated as £.

Que 3.5, | Discuss the basic use of message authentication code
with suitable diagrams. AKTU.2016-17, Marks 10
Answer

B;asic uses of Message Authentication Code (MAC) are :

1

Message authentication : It provide authentication but not
confidentiality because the message as a whole is transmitted in the
clear. Confidentiality can be provided by performing message encryption
either after or before the MAC algorithm.

<+— Source A —» <+— Destination B —»

2,

o

K < Compare
e 4
_—bé ”

CK, M)
Message authentication and confidentiality (Authentication
tied to plaintext) : It uses two separate key each of which is shared by
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the sender and the receiver. The MAC is calculated with the message ng |

input and is then concatenated to the message. The entire block is they,
encrypted.

M
M| > s |
| . \_‘_—pCompare
E(K,, MIC(K,, M)]) /
K, Ky ¢k, M

’lFig 305-2. |

3. Message authentlcatmn and. confidentlallty (Authentication |
tied to ciphertext) : The message is encrypted and then MAC is |
calculated using the resulting ciphertext and is concatenated to the
ciphertext to form transmitted block. .

E(Kg, M)

g, 55 )

C(K;, E(Ky, M) |
[Fig. 3538,

What are the properties of modular arithmetic

operatmﬁ"’ What are the requirements of Message Authentication
Code (MAC) ? List and explain them. | AKTU 2015-16, Marks'10/

Propertles -of modular arithmetic operatlon

8. No. Property Expressnon

1. Commutatwe laws (w +x)mod n = (x + w) mod n
(wx x) mod n =(x x w) mod n ;’

2. Associative laws [(w+x)+ylmodn=[w+(x+y)] mod n
[(w x x) x yl mod n = [w x (x x y)] mod n

3. Distributive law [w x (x +y)) mod n = [(w x x) + (w x y)]
mod n

4. Identities (0 + w) mod n = w mod n

(1 xw)modn=wmodn

5. Additive inverse (-w)| For each w € Z , there cxists z such
that w +z=0mod n

R T e



cryptogmphy & Network Security 3-9 D (IT-Sem-7)

S

Requirements for MACs : Refer Q. 3.4, Page 3-5D, Unit-3.
W@' Write the objectives of HMAC. Describe the HMAC
AKTU 2016177, Marks 10

algorithms.

A ot o B

jective of
?bj‘?'.'[‘c: ll:rse available hash functions without modifications. R
2- To allow for easy replaceability of the embedded hash f!mctlon in case
: faster or more secure hash functions are found or reqmreq. .
To preserve the original performance of the hash function without |

incurring a significant degradation.
To use and handle keys in a simple way.

HMAC algorithm :
Appexgl zegos to the left end of K to create a b-bit string K*.
XOR K* with ipad to produce the b-bit block S;.
Append M to S;. -
Apply H to the stream generated in step 3.
XOR K* with opad to produce the b-bit block S .
Appends the hash result from step 4 to S,,.
Apply H to the stream generated in step 6 and output the result.
Where, K = Secret key
K+ = K padded with zeros on the left so that the result is 4 bits
in length
ipad = 00110110 repeated b/8 times
opad = 01011100 repeated b/8 times
M = Message input, .
H = Embedded hash function”

HMAC are:

L

No oA

1 Discuss the security of HMAC.

1. The security of HMAC depends on the cryptographic strength of the
embedded hash function, the size of secret key used and the length of

the message digest produced.

2. The probability of attacking HMAC successfully is equal to either of
the following attacks on the embedded hash function :

a. The intruder can calculate the output of compression function
without having the knowledge of IV (Initalization Vector), which
is selected at random and kept secret.

b. The intruder determines the collisions in the hash function even
if the IV is secret and random.

3. The intruder selects a random value of n bits (i.e. the length of the
' message digest produced) and uses it in place of IV.
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4. Theintruder needs to determine two messages, M, and My, such tha
when the hash function H is applied on them, they yield the same
output, thatis, H(M,) = H (M,).

5. The intruder can attack MD5 by selecting some set of messages and
generating the corresponding hash codes to determine the collisions,

6. For a 128-bit hash code in MD5, this requires observing 264 blocks
generated using the same key. The use of MD5 is acceptable to HMAC
as far as speed is concerned.

NN TR e 4300 ..\‘....._.‘_,,‘, AT T e e LTI ST R T

Que 3.9. | What is hash function ? Discuss SHA-512 with all
required steps, round function and block diagram.
AKTU 2017-18; Marks 10

Hash function :
1. Acryptographic hash function is a transformation that takes an input
and returns a fixed-size string, which 1s called the hash value.
2. A hash value h is generated by a function H of the form :
h=HM)
where M is the variable length message and H(M) is the fixed length
hash value.

3. The hash value is appended to the message at the source at a time
when message is assumed or known to be correct.

4. The receiver authenticates the message by recomputing the hash value.
5. The ideal hash function has three main properties :

a. Itis extremely easy to calculate a hash for any given data.

h. It is extremely difficult to calculate a text that has given hash.

c. It is extremely unlikely that two different messages, however
close, will have the same hash.
Working of Secure Hash Algorithm (SHA) : The algorithm takes as
input a message with maximum length of less than 2'% bits and produces as
output a 512-bit message digest. The input is processed in 1024-bit blocks.
The processing consists of following steps :
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i i i i he end of the
1: Padding: The first step in SHA is to add padding to‘t )
05:;;‘;?“8] message in such a way that the length of the message is 64-bits short

of a multiple of 512. s e
2 ;: Append length : The length of the message excludmg thele 0
ts}:f I;addinl:;pis calculated and appended to the end of the padding as a 64-bit

block. .
. Divide the input into 512-bit blocks : The input message 18

gfxﬁgeg i.n:;)c:gllg:ks, each (?f length 512-bits. These blocks become the input to

the message digest processing logic.

Step 4 : Initialize chaining variables : Five chaining vaﬁa})lesA through

E are initialized. In SHA, we want to produce a message digest of length

160-bits. Therefore, we need to have five chaining variables.

Step 5 : Process blocks : Main algorithm is executed in process block.

Round Functions :

1. The round function computes a new value for variable A and shifts all
working variable once per round.

9. The computation for variable A is a five operand addition modulo 212
where the operands depend on all input words, the round-dependent
constant K, and the current message word W,.

Block diagram of SHA-512:

Message Registers
Length
Counter f ‘ —~
] I~ b =
3 3 3} =
= -~ SHA1 Round || & iyl B 8
E ™ . [ o
© Operations 2 «
=] ) S = g
2 Padding 5 2 A
- Unit = ast
Input SHA 1 Engine
Fig. 8.9.1.

1. The core is composed of two main units, the SHA1 Engine and the
padding unit. .

2. The SHA1 Engine applies the SHA1 loops on a single 512-bit message
block, while the padding unit splits the input message into 512-bit
blocks and performs the message padding on the last block of the
message.

3. The processing of one 512-bit block is performed in 82 clock cycles and
the bit-rate achieved is 6.24 Mbps / MHz on the input of the SHA1 core.
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0] What characteristics (requirements) are Needeq i
g h

ity :-_-:.\k.-.:--‘ ; :.-(:i'

Characteristics (requirements) of secure hash function ;
1. The hash function should be applicable on a block of data
2. The output produced by the hash function should always be of fixeg
length.

3. For any given message or block of data, it should be easier to 8enery
the hash code. | ?

4. Given a hash code, it should be nearly impossible to determing th
corresponding message or block of data. 5

5. Given a message or block of data, it should not be computatj
feasible to determine another message or block of data generat;
same hash code as that of the given message or block of data.

6. Notwo messages or blocks of data, eve
be likely to have the same hash code.

Ofany SiZQ.

Ng the

n being almost similar, shoulq

Quﬁ&ll. Differentiate between the following :

a. Hash code and Message Authentication Code (MAC)

b. Weak collision resistance and Strong collision resistance

ARTU 201415, Marks 10]

S.No. Hash code Message Authentication Code

1 Hash code is a function that | A message authentication code ig
takes message of variable |a cryptographic checksum on data
length and returns a fixed | that uses a session key to detect

length code. modification of the data.

2. Hash code can have many | MAC requires two input l.e., a
numbers of inputs i.e., (m | message and a secret key.
m,,m,..).

3. Hash code is used for | MAC is used for authentication

indexing and retrieving |and verification of received
items in hashing. message,
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.
s’:ﬂéf Waak wollision vesistance | ‘Btrong collision resistance
It is the property that, for a 1t is the property tha-t, it is
iven values of h, it is infeasible to find any pair (x, y)
infeasible to find y = x with suph that H(x) = H(y).
H(y) = H(x).
[N S

Brute force attack takes 2 | Brute force attack takes 22 ways

Qued 1z
lee thé mathematical basis of the attack.

It is bound to a particular | It can be applied to any two

input. arbitrary inputs.

way to break weak collision | to break strong cpllision
resistance. resistance.

3. | Describe birthday attack against any hash function.

"AKTU 2014-15, Marks 10

Blrthday attack against hash function :

Suppose that a 64-bit hash code is used.

If an encrypted hash code C is transmitted with the correspouchng
unencrypted message M, then an opponent would find an M’ such that
H(M') = HM) to substitute another message.

The source, A, is prepared to sign a message by appending the
appropriate m-bit hash code and encrypting that hash code with A’s
private key.

The opponent generates 272 variations on the message, which convey
some meaning. He prepares an equal number of messages, all of which
are variations on the fraudulent message to be substituted for the real
one. '

The two sets of messages are compared to find a pair of messages that
produces the same hash code. The probability of success is greater

than 0.5. If no match is found, additional messages are generated until
a match is found.

The opponent offers the valid variation to A for signature. This
signature can then be attached to message for transmission to the
intended recipient. As the two variations have the same hash code,
they will produce the same signature.

Mathematical basis of the attack:
Given a hash function H, with n possible outputs and a specific value

H(x), if H is applied to £ random inputs. Hence, the probability that
atleast one input y satisfies H(y) = H(x) is 0.5.
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For a single value of ¥, the probability that H(y) = H(x) i8 just T
n,

Conversely, the probability that H(y) 1H(x)is [1- (1/n)]
4. If we generate k random values of y, then the Probability that

them match is just the product of the probabilities that each ing; .n? of
value does not match, or [1 - (1/n))*, Vidyg)

5. Thus, the probability that there is atleast one Matey,
13

£

1-[1-(1/n)k,
The binomial theorem can be stated as follows

(1-al=1-ka+ o 1)a2 - Rk = 1k - 2) a’ ...

2! 3!
7. For very small values of a, this can be approximated as (1-kq),
the probability of atleast one match is approximated as 1

Thus'
1-[1~(k/n)] = kin. For a probability of 0.5, we have £

~[1-(upp _
=n/2.

Que313 Write a short note on the pro

S perties of cryptograph;,
hash function that impact the security of

password storage,

Non-reversibility (one-way function) : A
make it very hard to reconstruct the original password from the outpyt.
2. Diffusion (avalanche effect) : A change in one bit of the origina]
password should result in change to half the bits of its hash. !

3. Determinism : A given password must always generate the same
hash value or enciphered text.

4. Collision resistance: It should be hard to find two different
that hash to the same enciphered text.

5. Non-predictable : The hash value should not be predictable from the |
password.

good hash function shoulg

passwords

- Secure Hash Algorithm (SHA) Digital Signatures : Digital
Signatures, Elgamal Digital Techniques, Digital Signature
- Standard (DSS), Proof of Digital Signature Algorithm.

Questions-Answers

Que 3.14, , What do you understand from hash functions ? Discuss
the working of Secure Hash Algorithm (SHA) in message

authentication. | AKTU 2018:19, Marks 10
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E;;;f;::;lction 4 Refer Q_ 3_9’ Page S_IOD’ Unit-3,

Working of Secure Hash Algorithm (SHA) : The algorithm takes as
. out a message with maximum length of less than 228 bits and produces as
:]I:ltpllt a 512-bit message digest. The input is processed in 1024-bit blocks.

The processing consists of following steps :
Step 1: Padding : The first step in SHA is to add padding to the e1_1d of
the original message in such a way that the length of the message is 64
bits short of a multiple of 512. The padding is always added, even if the
message is already 64 bits short of a multiple of 512.

Step 2 : Append length : The length of the message excluding the
length of the padding is calculated and appended to the end of the

padding as a 64-bit block.

Step 3 : Divide the input into 512-bit blocks : The input message is
divided into blocks, each of length 512 bits. These blocks become the
input to the message digest processing logic.

Step 4 : Initialize chaining variables : Five chaining variables A
through E are initialized. In SHA, we want to produce a message digest
of length 160 bits. Therefore, we need to have five chaining variables.

Step 5 : Process blocks : Main algorithm is executed in process block.

‘| Differentiate between SHA-1 and MD5 algorithm.

SHA-1 algorithm | MD5 algorithm =

1. | Itgenerates a message digest

It generates a message digest of 128

of 160 bits. bits.
2. | It useslittle-endian scheme [It uses big-endian scheme
3. | In this scheme, the most |The least significant byte of a 32-bit

significant byte of a 32-bit
word is stored in the low-
address byte position.

word is stored in the low-address
byte position.

4. |Slower in operation than
MD5.

Faster in operation than SHA-1.

5. | It is not vulnerable to
cryptanalytic attack.

It is vulnerable to cryptanalytic
attack.

6. It is more se(:‘ure than MD5.

It is less secure as compared to
SHA-1.
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Que 3.16. | Write the Digital Signature Algorithm (hgy) of Iy

Signature Standard. What is the implication if snme K “'ﬁtrmt
message) is used to sign two different message using DBAp ey

AKTU 2014-157

Digital Signature Algorithm (DSA) : DSA is an asymmetric enerypy;
algorithm that works on two different key i.e., one public and one Pﬁ"ﬂtec{::
produce digital signature.
1. The sender generates a random number k, which is less than q.
2. The sender now calculates :
a  r=(g* modp) modgqg
b.  s=(K-YH(m)+xr)) mod q
The values r and s are the signatures of the sender.
3. The sender sends these values to the receiver. To verify the signature
the receiver calculates >
w=s"1modgq !
ul = (H(m) * w) mod q |
u2 = (rw) mod g
v = ((g“!" y*2) mod p) mod g
If v = r the signature is said to be verified. Otherwise, it is rejected.
where,
P = A prime number of length L bits.
g = A 160-bits prime factor of (p — 1)
g=hP-Vamedp,
x = A number less than q.
¥y =g"mod p.
H = Message Digest algorithm.
If same secret (k1, k2) is used for signing two different messages, it will
generate two different signatures (rl, s1) and (r1, s2) :
il s1=k1l-Yh1k2 + d(rl + r2))
2. s2 =k1-1(h2k2 + d(rl + r2))
where hl = SHA512(m1) and h2 = SHA512(m2)
3. k1sl —k1s2 = h1k2 + dr - h2k2 —dr
4. ki(s1 - s2) = k2(h1 -h2) .
5. We cannot obtain k1, k2 from this equation and so this scheme is more
secure than original ECDSA (Elliptical Curve Digital Signature

Algorithm) scheme.

Que 3.17. ' Explain the digital signatures. Also give a detail

description of Elgamal digital signature techniques.
AKTU 2018-19, Marks 10

iiita)
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- I digital signature schema,
olain Elgama
Explﬂ

}mﬁ‘ef

nngiml signatures :
1.

:7ital signature is a mathematical scheme

Dlghenti‘:i ty of digital message or documents,

ﬂ[‘lt‘tﬂl signature uses three algorithms -

IIJ;E‘ generation : This a.]gr)ritl'!m selects a private key uniformly
}:jom from a set of possible private keys, Output of thig algorithm is

rﬁ]vate key and its corresponding public key.

p

Eigning algorithm : It produce signature by using message and private
b.

;?;;;ature verifying algorithm : For a gIven mess

blic key, either accepts or rejects the messages ¢
??g 3.17.1 shows the concept of digital signature

Public key

used for verifying the

2.

a.

age, signature and
laim to authenticity.

Private key

! )
I 1
I i
I 1
| Digital | |
Message l Dis I
(Plaintext) : Signatare :
’ :
Sender side \ \ Receiver side
‘Fig. 8.17.1 Digital signature.

Elgamal digital signqture tefzhniques : .
1. The Elgamal technique is a public key algt?rxthm, which can be used for
' both; digital signatures as well as encryption. il
9. Itssecurity is based on the difficulty of computing discrete logarithms in
. a finite field. ‘
3. To generate a key pair, first select a prime number p and two random
" pumbers g and x, so that both g and x are less than p. Then find out
y =g* mod p. The public key becomes y, g and p. Both g and p can be
shared in a group of users. The private key is x.
4. Forencrypting a plain text message M, first select a random number k
. such that & is relatively prime to p — 1. Then :
a=g" modp
b =y M mod p
5. Here, M = (ax + kb) mod (p — 1). Then the pair (a, b) becomes the cipher
" text. Note that it is double the size of the plain text. To decrypt (a, b) to
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Message Authenticggy,
find out the plain text M, calculate M = b/ax

Gﬁdﬁg
mod p, !

1 In chptngraphy, the Elgama] encryptio .
encryption algorithm fq : YpUon system is ap a5
Diffie-Hellman key agr

Its security depen

: ! y of a'certain lem i 1
to computing discrete logarithms, problem in G relateq |
Elgama] encrypti

. = 1
100 consists of three com onents : :
the encryption algor P The key generator, |

€ encryption process is sh
Algorithm 1 : Elgamal en
- Elgamal_encryption (e
{

Select a random int

own in algorithm 1. i
cryption i
1€y D, P) /l p is the prime number |

!l P is the plaintext
eger r in the group G = <

Z* x>
C,« e,"mod p 2 §
C, « (Px e,') mod p /I C, and C, are the ciphertexts
return C, and C,

}

Decryption : User can use algorithm 2 to decrypt the ciphertexj'; I
message received. :

Algorithm 2 : Elgamal decryption

Elgamal_decryption d, p, C.,C Il C, and C, are the ciphertexts
{

P<[C, (Cld)‘ 1 mod p)
return P

|
/I Pisthe plaintext
/ p is the prime number |
'Que-S;".-_lB';i._ Explain digital signature. Discuss signing & verifying |
process of Digital Signature Algorithm (DSA) in detail with suitable

steps. ARTU 20071 Warke 0]

Answer :}

Digital signature : Refer Q. 3.17, Page 3-16D, Unit-3.

Signing : Signing algorithm is use to produce signature by using messages
private key.

1. Generate a random per-message value k where 0 <k <q.

S U s W

sign
Prc
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alculate r = (g* mod p) mod q.

alculate 8 = (*(H(m) + x*r)) mod q.

There, p and ¢ are prime numbers

and x are random number.

ocalculate the signature in the unlikely case that r=0ors=0.
he signature is (r, 8), where r and s are secret key.

rerifying : Verifying algorithm is use to either accept or reject the
1essage claim to authenticity.

leject the signature if either 0 <r < g or 0 < s < g is not satisfied.
‘alculate w = (s")" mod q.
salculate ul = (H(m) ; w) mod q.
salculate u2 = (r'w) mod q.
‘alculate v = ((g“'y*?) mod p) mod q.
“he signature is valid if v = '
vhere v = ((gHm W) medq yrwmed 9 mod p) mod q
H(m) = hash of m using SHA-1
M',r’,s'= received versions of m, r, s.

: What are the properties and requirements for a digital

Fefties of digital signature :

[t must be able to verify the author, the date and time of the signature.
[t must be able to authenticate the contents of the message at the time
of the signature.

There must be third (trusted) party who can verify the digital signature
to resolve disputes between the sender and receiver.

uirements for a digital signature :

The signature must be in the form of a bit pattern and relative to the
message being signed.

The signature must contain information that is unique to the sender, so
that forgery and denial can be avoided. '

The process of creating, recognizing and verifying the digital signature
must also be comparatively easy.

A high computational effort must be required to forge a digital signature.
The copy of a digital signature must be retained in storage mechanism.

e 3.21, | Explain the variants of digital signatures ?
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Variants of digital signature are : i
1. Timestamped signature : 1

a. Timestamped digital signatures include a timestamp value in order |
to prevent replay attack. \

b. Inareplay attack, the documents can be replayed by a third party,
2. Blind signature : .

a. Blind signature is used when the sender does not want to revea] |

the contents of the message to the signer and just wishes get the |.
message signed by the signer. |

b.  Blind signatures are used in situations where the signer message
authors are completely different parties. |

c.  Blind signatures scheme can be implemented by using a number of
public-key digital signature schemes such as RSA and DSS.

3. Undeniable digital signature :

a.  This scheme is a non-self-authenticating signature scheme in which
no signatures can be verified without the signer’s cooperation and
notification.

b.  This scheme has three components :

i.  Signing algorithm : This allows the signer to sign a message.

ii. Verification (or confirmation) protocol : This allows the
signer to limit the users who can verify his or her signature.

iii. Disavowal (or denial) protocol : Since the verification |
process requires the involvement of the signer, it is quite |
possible that the signer can freely decline the request of the f
verifier. This protocol prevents the signer from proving thata |
signature is invalid when it is valid and vice versa. '

Que 3.22. | Explain the proof of digital signature algorithm.

Answer |

To prove the algorithm, we have to show that V_=S,.
As we know that :

V., = (e} *e,7) mod pl mod q
T [(el[h(M]w] mod g * e,(s, W) mod q} mod p mod q
= [(ellﬁ:[MJu.'] mod g * ¢, (dSw) mod 7) mod p ] mod q

= [(CIIMMJ +ds)] w mod 7) mod p] mod P] mod q
= (e (M) + dS,Ik[1R(M) + dS )] mod q)
- 1

mod p] mod q
Using, w =(S;') mod g and S, = k[1/(h (M) + dS,)Imod q)
= [(eftmed9) mod p ) mod q
= (e} mod p)mod g =S,
Hence, proved
where, ¢,, ¢,, p, q are public key of sender.
S, S, are digital signature.
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M) is hash of message M.
w,y and z are intermediate variable,

-._—--_--—_

AniE

Q.5.

Q. 6.

Q.17.

oaawmg'questwns are very zmportant Theae questwns

ay be asked in your SESSIONALS as ‘well as

Why message authentication is required ? Discuss working
of MAC with suitable block diagram. Also discuss HMAC &
CMAC in detail.

Refer Q. 3.3.

. What are the requirements of a Message Authentication

Code (MAC) ? Discuss the logical structure, components
and algorithmic steps of MD5 algorithm.
Refer Q. 3.4.

. Differentiate between the following:

Hash code and Message Authentication Code (MAC)
Weak collision resistance and Strong collision resistance
Refer Q. 3.11.

. What do you understand from hash functions ? Discuss the

working of Secure Hash Algorithm (SHA) in message
authentication.

Refer Q. 3.14.

Describe birthday attack against any hash function. Give
the mathematical basis of the attack.
Refer Q. 3.12.

Write the Digital Signature Algorithm (DSA) of Digital '
Signature Standard. What is the implication if same K
(secret per message) is used to sign two different message
using DSA ?

Refer Q. 3.16. .

What do you understand by Elgamal encryption system ?

Explain its encryption and decryption ?
Refer Q. 3.18.

©O0

e e e . e e R+ T T
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Key
generation, storage, installation, transcription, recording, change,
- disposition, and control of keys that are used in cryptography.

.inanagement refers to the collection of processes used for the

It is essential for secure ongoing operation of any cryptosystem.

The various functions of key management are :

a.

b.

Generation : This process involves the selection of a key that is
used for encrypting and decrypting the messages.

Distribution : This process involves all the efforts made in carrying
the key from the point where it is generated to the point where it is
to be used.

Installation : This process involves getting the key into the storage
of the device or the process that needs to use this key.

Storage : This process involves maintaining the confidentiality of

stored or installed keys while preserving the integrity of the storage
mechanism.

Change : This process involves ending with the use of the key and
starting with the use of another key.

Control : This process refers to the ability to implement a directing
or restraining influence over the content and use of the key.

Differentiate between symmetric and asymmetric key

'ptography.




The Processes of

nerypti
and d Typlion

ecryption are very fast,

Key distributiop

is a big
problem,

The size of encrypted text is

same or less than the original

text,

B . .

];)th the Communjcatipg Parties
Should haye atleast gpe of the
Matched pair of keys,
The encryption ang decryption
Processes are slower as compareq

to Symmetric-key cryptography,
Key distribution isnota problem,

th{in the size of the original teyi,

— |

| Describe Diffie-Hellman key exchange algorithm, Users

Aand B uée the Diffie-Hellman key exchange technique a commgy
1 imiti =13.
rime q = 83 and a primitive root o . :
? If 3ser A has private key 5 what is A’s public key ?

il

ili. What is the shared key ?

OR

If user B has private key 12, what is B’s public key ?

AT e

Explain Diffie-Hellman key exchange.

OR .
: men
hange in key manage
What is Diffie-Hellman key exc

Diffie-Hellman key €x b
an
-er o Hellman key exc
1. Diffie

keysimp

change algorithm : |
(D-H)isa spemﬁclr:;
aphy.
ted within the field of cryptograp
lemen

ethod of exchanging.
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2.

=

il

iid.

@ R1=meodN

The Diffie-Hellman key exchange method allows two parties that have
no prior knowledge of each other to jointly establish a shared secret key
over an insecure communications channel.

This key can then be used to encrypt subsequent communications usin g
a symmetric key cipher.

The symmetric (shared) key in the Diffie-Hellman protocol is
K =G mod N.

The steps used in Diffie-Hellman key exchange are as follows :

a. Sender chooses a large random number x such that
0 <x <N -1 and calculates R, = G* mod N.

b. Receiver chooses another large random number y such that
0<y<N-1and calculates R, = G* mod N.

c. Sender sends R, to receiver. Note that sender does not send the
value of x; he sends only R,.

d. Receiver sends R, to sender. Again, note that receiver does not
send the value of y, he sends only R,.

e. Sender calculates K = (R,)* mod N.

f* Receiver also calculates K = (Rl)? mod N.

K is the symmetric key for the session.

Receiver has calculated K = (R))* mod N = (G* mod N)* mod

N = G¥ mod N. Sender has calculated K = (R,)* mod

N =(G*mod N)* mod N = G¥ mod N.

Both have reached the same value without receiver knowing the value
of x and without sender knowing the value of y as shown in Fig. 4.3.1.

Sender Receiver
Both sender and receiver
know the value of N and G

R,=G mod N|®@

——® (77} -
B L R | @

K - (Rz)x mod N @ Shared secret key @ K - (Rl)y mod N
I > U S L SR ]|

K=G" mod N e —
Fig. 4.3.1. Diffie-Hellman key exchange.
Numerical : Given : Common prime q = 83,
Primitive root « = 13
Y, =135 mod 83 = 34
Yp =132 mod 83 = 65
K =655 mod 83 = 10
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44. | Discuss Diffie Hellman key exchang, Met
=233. Then compute

e
§ 2
B

B{%ﬁ?v an key exchange: Refer Q. 4.3, Page 4-3D, Unit,4_
Numerical : ey ol i
X, =97 Xp =233
Secret key Y, = 3% mod 353

= [(32° mod 353)* x 317 mod 353] mod 353
= (73 x 73 x 73 x 73 x 55) mod 353 = 49
Y, = 3%% mod 353 = (3?° mod 353) (3218 1y 4 3
= [73 x 3212(320 mod 353)1% x 313 104 353)
= [(7311 mod 353) x 175 x 73] mod 353
- [(21°mod 353 x 73) x 175 x 18] mod g3
= (88 x 175 x 73) mod 353 = 47
Now, we calculate symmetric key
K, = (Yp*amod g = (47)°7 mod 853 = 201 x (4792 mod 353)
- [201 x (475 mod 353) x 472 mod 353] mod 353 .
= [(201 mod 353)!6 (2012 mod 353) x 472 mod 353 mod 353
= [(218% mod 353) (2012 mod 353) (472 mod 353)] mod 353
= (217 x 159 x 91) mod 353 = 191
Ky=(Y,’smod g = (40)233 mod 353
= (407 mod 353) x (40%26 mod 353)
= [119 x (407 mod 353)32 x (40% mod 353)] mod 353
= [119 x (119)32 x 188] mod 353
= [119%% mod 353 x 188] mod 953
= [((119)® mod 353) x 188] mod 353 =0

. | In the Diffie-Hellman key exchange algorithm, let the

prime number be 353 and one of its primitive root be 3. Let the users
A and B select their secret keys X, =97 and X, = 235. Compute:

i. The public keys of A and B

ii. The common secret key
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p = 353
g=3
X, =97
X, = 233
F ic key of A
;  Public key Y, = amodyp
= 3% mod 353
= 40
Public key of B
Yy = ¢®smod p
= 3223 mod 353
= 248

i, Common secret key

d.j.stribution.

K = (Yp)a mod 353
= (248)%" mod 353
= 160

Describe various schemes used for public key

Schémes used for the distribution of public keys are as follows :
1. Public announcement :

a.

The main focus of public-key encryption is that the public key
should be public; that is, a user can send his or her public key to
any other user of broadcast it to a large community.

The main problem is that of forgery. That is, anyone can forge the
key while it is being transmitted.

2. Public directory :

a.

Public directory is a dynamic directory the name and public key
entry for each user is maintained and distributed by some trusted

authority.
This approach assumes that the public key of the authority is

known to everyone, however the corresponding private key is
known only to the authority.

Each user has to register his or her public key with the directory
authority.,

The user can replace its existing key with a new one as per his or
her choice.




Digital certificates :
1.

or even a router seeking access to computer-based information,

It is issued by a Certification Authority (CA) and serves the same purpose
as a driver’s license or a passport.

Format of X.509 certificate: o
The general format of a X.500 digital certificate is shownin Fig.4.7.1

A digital certificate isa digital file that certifies the identity ofan individul |
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R
Version * % 4
Certificate serial .
number —_

; =]
Signature Algorithm 2
algorithm ) [= = = 50 o e ™~ 5|
identifier Ll >

(=]
Issuer name E
> o
Period of _g
Validity (- ——————-— - _ _ _| g
>
Subject name
Subject's _ _Algorithms |
public key Pa_:_-ametcrs
information TRey T TTTTT T T Y
Issuer unique identifier
Subject unique
identifier Y
Extensions
E v
=]
. | _ _Algorithms ___ |3 £
Signature |~ “Parameters ___ || 2
Encrypted =
Fig. 4.7.1.X.509

1.

Version : Differentiates among successive versions of the certificate
format; the default is version 1. If the Issuer Unique Identifier or Subject
Unique Identifier are present, then the value must be version 2. If one or
more extensions are present, the version must be version 3.

Serial number : It is a unique integer value within the issuing CA

(Certification Authority), that is unambiguously associated with this
certificate.

Signature algorithm identifier : This algorithm is used to sign the
certificates together with any associated parameters.

Issuer name : X.500 name of the CA that created and signed the
certificate.

Period of validity : Consist of two dates : the first and last on which the
certificate is valid.




6. Su_bject name : The name

corresponding private key. Ject who holdg th
7. S ’ :

a:?&,:gigle‘:;lzﬁ key information : The public key of the subject, p)

. ' the algorithm for which this key is to be used t i

with any associated Parameters, » L0gethey
8. Issuer unique identif; .

- er: S :

N e, tasuing G T : An optional bit string field used to 1dentify
9.

Subj i : .
Sl e s i e v e
different entities. € event that X.500 name has been reused for

10. Extensj :
adde:llfxi?::sioﬁ ;et of one or more extension fields, Extensions were
11. Signature: Cover al]
code of the other fields ’S pri i
includes the signature algorithm identifier. pl_'wate Sy el
Revocation of certificates :

1. Each ce_ertiﬁcate includes a period of va]jditj and a n
1ssued just before the expiration of the old certificate

2. Each CA mu_st maintain a list consisting of all revoked but not expired
certificates issued by the CA.

3. Each Certificate Revocation List (CRL,) posted to the directory is signeg
by the issuer and includes the issuer's name, the date the list was
created, the date the next CRL is scheduled to be issued and an entry
for each revoked certificate.

4. Each entry consists of serial number of a certificate and revocatigp
date for that certificate. The user maintains a local cache of certificates
and lists or revoked certificates.

Significance of digital certificate in cryptography :

1. Itisused to verify the authenticity of sender.

2. Itensuresthe important variable of trust and integrity.

3. It helps to encrypt sensitive information.

ew certificate jg

Discuss public key infrastructure.

L. APKI(Public Key Infrastructure) is a set of hardware, software, people,

policies and procedures needed to create, manage, store, distribute and
revoke PKCs based on public-key cryptography.

2. The principle objective for developing PKI is to enable secure,
convenient, and efficient acquisition of public keys.

3. Fig. 4.8.1 shows the interrelationship among the key elements of the
PKI model.
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b i
PKI I
users
% Certificate/ CRL retrieval End entity
Registration,
initialization,
certification, key pair
Certificate/ Registration recovery, key pair
R —— iy | —— p
CRL Certificate| authority update revocation
retrieval publication * request
Certificate/ CRL publication [ Certificate
|- .
authority
cross-
g CRL CRL issuerfe—— certification
publication )
repository
PKI management
entities

These elements are :

a.

b.

C.

d

€.

End entity : It is used to validate digital signatures their certification
path from a known public key of a trusted CA.

Certificate Authority (CA) : It is used to issue and revoke public-key
cryptography.

Registration Authority (RA) : It is used to validate the binding
between public keys and certificate holder identities.

CRLissuer : An optional component that a CA can delegate to publish
CRLs.

Repository : It is used to store and make available certificates and
Certificate Revocation Lists (CRLs).

PKI management functions : PKI identifies a number of management

functions that potentially need to be supported by management protocols :

1. Registration 2. Initialization

3. Certification 4. Key-pair recovery
5. Key pair update 6. Revocation request
7. Cross certification

What is Kerberos ? Discuss Kerberos version 4 in detail.

AKTU 2015-16, Marks 10

AKTU 2017-18, Marks 10
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Answer
1. Kerberosis a comput
%ndividuals comm?mii; Qi;w:‘::rauthentlcation protocol, which allgy,
identity to one another in a sec a non-secure network to prove thei8
Its designers aimed primari ure manner. r
primarily at a client- )
mutual authenticati y aba client-server model, and it provi
- _ on to both the user and the se AP ovides
5 (I);he; s identity. rver to verify each
. erbero
replay a:t;)cr}g?(:()l messages are protected against eavesdropping and
4. Ker ' .
thirgi)r;:t l;.uﬂds on symmetric key cryptography and requires a trusted
5. There are four entities involved in the Kerberos protocol :
a. The client workstation such as user. -
b. Authentication Server (AS) . Verifies (authenticates) the user
during login.
c. Ticket Granting Server (TGS): Issues tickets to certify proof of
identity.
d. The server offering services suc
or an application program.
Kerberos version 4:
1. Kerberos version 4 is th
9. Tt uses DES encryption
system.
3. This version cont
Client (C) : An entity
hosted on a server. '
b. Server (S) : An entity which hosts di
request for.
Authenticat

h as network printing, file sharing

e extended version of Kerberos.
to authenticate a user when logging into the

ains four entities: .
which wants to make use of any service |

a.
fferent gervices which client

icati knows the
i r (AS) :Authentlcatmn gerver
fon Se ( i centralized database.

C.
password of all user and s‘torfstthen:n 1; Enicate lized ! talies.
i . Ticket allows client to €0 : ;
Ticket : Ticket al - t to e o2
¢ network to prove their identity to one anothe
t ? What

vice Kerberos environmen

in the full-ser . :
o gt ; i d version 50
- incipl differences hetween yversion 4 an i :
e prine ) AKTU 2014-15, Marks
0 -

Answer . |

ironment - . i
Full-service Kerberos envir L eation P otow-“’lk w
) pute! ctwork ayLis 0 are net or

. ig a com ) v g noN-

1. Kerbero® 18 ddu N C”m“umcall gover t‘(.cmc o ne
B lndN'ld ;thy {o onc another 10 ase
eir 1dcl .
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9. Its designers aimed primarily at a client-server model, and it
provides mutual authentication — both the user and the server
verify each other’s identity.

3. Kerberos protocol messages are protected against eavesdropping
and replay attacks.

4. Kerberos builds on symmetric key cryptography and requires a
trusted third party.

5.  Windows 2000, Mac OS X and Red Hat Linux 4 use Kerberos.

2.AS verifies user's access right
in database, creates ticket-

granting ticket and session key.
Result are encrypted using key

Once per user derived from user's a password.
logon session & Kerberos
1. User logs on to 4 "‘:":\cy,e?/ ”é}; Authenticator l
workstation and ?‘eqﬁﬂxﬂfé,/“;:o ¥27 Server (AS) >
requests service J‘r\x\ %‘;a\& ":’f_’%f"—%-". et
on host. TR ek “&: e
AT\ T ped wo® | o Ticket
a ~ ;é‘("\ﬂf__,_,,-‘ ‘3 | Granting
1- | \59,55‘/‘\’“{ ~ |_Server (TGS)

- \,#}- .
Seo0t e O
(j PR 4 TGS decrypts ticket and
authenticator, verifies

3. Workstation S Once per type request, then creates ticket
orompts user for -~ of service '
I P ’ S for requested server.
password and user [~/ 9‘"@
password Lo N ﬁs:t*“e

T e 1 o & 0 =~ )
decrypt incoming ?(_,(4 [ % 32 _7,—

message, then

sends ticket and 0{’0 @ . |

authenticator that f . l

contains user's

name, networks Onccl? per

address, and service ‘

time to TGS, . Session i L/

5.Workstation sends ticket 6.Server verifies that ticket and
and authenticator to server. authenticator match, then grants

access to service. If mutual
authentication is required, server
returns an authenticator.

Fig. 4.10.1. Overview of kerberos.
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Difference :
Parameters Kerberos Versions 4 Kerberos Versig,
Encryption algorithm DES only DES an-d R
of
used encryptions
Ticket lifetime S min unit_s, Maximum Start and eng tim
= 1280 minutes arbitra
Message b i -
age byte ordering Tagggd message with Abstract Syn
ordering notation on |,
encoding rules.
ond
Password attack Initial request js clear | Need to send
and use it for offline icati
-, Pre-authentication ¢
N—-—___‘_____—-——_________________
; ]
Two times encryption | Supported Not supported
Session keys hﬁ;;l—;——_—-——__——h i
s ¥y risk using | Sub session key o1
Hierarchy of realms repeated only transition allow
ticket
*J limits to pairs

e

Que 4.11. ' Discuss X.509 certificates in detail. What is the rols

X.509 certificates in cryptography ?

Answer l
X.509 certificates :
L

| AKTU 2018-19, Marks

In cryptography, X.509 is an ITU-T standard for a Public K
Infrastructure (PKI) for single sign-on and

Privilege Manageme

X.509 specifies, standard formats for public key certificates, certific:
revocation lists, attribute certificates and a certification path validati

X.509 defines a framework for the provision of authentication servic

X.509 certificates is based on the use of public key cryptography ar

Infrastructure (PMI).
2.
algorithm.
3.
by the X.500 directory to its user.
4.
digital signatures.
.

The standard does not dictate the use of a specific algorithm bt
recommends RSA.
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6. X.509 certificates format is used in S/MIME, IP security and SET.
Role of X.509 certificates in cryptography :
To verify that a public key belong to the user, computer or service
identify contained within the certificate.

To validate the 1 dentity of encrypted data.

2.

—

L PART-3 A
" Electronic Mail Security : Pretty good Privacy (PGP), SIMIME.

Questions-Answers

Long Answer Type and Medium Answer Type Questions

Qne4.12.-, What is electronic mail security ? Provide the
application of Pretty Good Privacy (PGP) in transaction

authentication. AKTU 2018-19, Marks 10
Answer I

Elecironic mail (email) security :

1. Email security refers to the collective measures used to secure the
access and content of an email account or service.

2. Il allows an individual or organization to protect the overall access to
one or more email addresses/accounts.

3. Email security is a term that encompasses multiple techniques used to
secure an email service.

4. Italso implements firewall and software-based spam filtering applications
to restrict unsolicited, untrustworthy and malicious email messages
from delivery to a user’s inbox.

5. S8SL, TLS refers to the standard protocol used to secure email
transmission.

6.

Transport Layer Security (TLS), provide a way to encrypt a
Communication channel between two computers over the internet.

Application of PGP :

1.

BTN’ . - - -
PGP provides secure encryption of documents and data files that even
advanced super computers are not able to “crack”.
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2. Forauthentication, PGP employs the RSA public-key encryption schemq

and the MD5, a one-way hash function to form a digital signature thqy

assures the receiver that an incoming messages is authentic (that it
comes from the alleged send and that it has not been altered).

Que 4.13. I How E-mail security is achieved ? Discuss SSMIME with
suitable steps and block diagram. AKTU 2017-18, Marks 11]
- OR
Explain PGP and S/MIME. AKTU 2016-17, Marks 10 |
Answer l
PGP helps to achieve E-mail security.
PGP:
1.

PGP (Pretty Good Privacy) is an encryption algorithm that provides
cryptographic privacy and authentication for data communication.

2. PGP uses a combination of public-key and conventional encryption to
provide security services for electronic mail message and data files.

3. PGP provides five services related to the format of messages and data
files : authentication, confidentiality, compression, e-mail compatibility
and segmentation.

1. Asecure version of MIME, S/MIME (Secure/Multipurpose Internet Mail
Extensions), is used to support encryption of email messages.

It is based on the MIME standard and provides the security services for

electronic messaging applications : authentication, message inte

ity |
and data security.

3. S/MIME uses public key cryptography to sign and encrypt E-mail.
4. Every participant has two keys :

a. A private key, which is kept secret

b. A public key, which is availahle to everyone

o

The following steps are taken in order to create a signed message

a.  The user writes the message as clear-text,

b.  The message digest is being calculated using SHA-1 or MD5.
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The message digest is being encrypted using the signer’s private
key (DSS or RSA).

ncryptcd message :
An encrypted message is sent by A to B and can only be read by B.

This is ensured by encrypting the message using B’s public key, which is
available to everyone.

However, only B can decrypt the message, because only he owns his
private key.

A (sender) - encrypting B (recipient) - decrypting

Key| (random session key) Key

r
encrypted / decrypted
l using B’s Key / using B’s
publickey _—

private key
Key Key

Hello encrypted

text T decrypted
world! text

encrypted using / decrypted using

session key A’s session key
v public key

certificate
encrypted Hello

text N / world!
encrypted SSMIME

message
Fig. 4.13.1.

4. Toenhance the performance, ¥MIME implementation is done as :

a.  The message is not encrypted using B’s public key but encrypted

using a randomly created symmetric session key.
The temporary session key is being encrypted using B’s public key.

\ : 1
Therefore, only B can retrieve the session key and thus decrypt the
original message.

Que 4,14, I Enlist various services supported by S/MIME. Explain

how S/MIME supports these services. What is the purpose of content

type field in MIME header ? AKTU 2014-15, Marks 10
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SIMIME provides the following cryptographic securitj Services ,
1. = Authentication
2. Message integrity
3. Non-repudiation of origin (ﬁsing digital signatures)
4. Privacy
5.  Data security (using encryption)

S/MIME supports these services as :

1. Authentication : For authentication, S/MIME uses a hier
certificate authorization model and use certificates based o

3. Non-repudiation of origin : S/MIME uses digital signature to ensy
non-repudiation of origin.

4. Privacy: S/MIME uses encryption to ensure privacy.
5. Data security : S/MIME uses encryption to ensure data security.

Purpose of content-type field in MIME header: The purpose of the
content-type field is to describe the data contained in the body so that

the receiving user can pick an appropriate mechanism to present the =
data to the user, or otherwise deal with the data in an appropriate '

manner.

and reception of PGP messages.

Thé PGP.mléssages are transmitted from the sender to receiver using
following steps :

1. If signature is required, the hash code of the uncompressed plaintext

message is created and encrypted using the sender’s private key.

e .

gl

.._,
S st
SR

ar Chical ;',:':

standard. n X.509

S S e

112{’\%‘

YRR LT
Tl

e
LR TR

Que4‘15 Discuss the steps that are followed for the transmission
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e

9. 'The plaintext message and the signature are compressed using the ZIP
compression algorithm.

3. The compressed plaintext message and compressed signature are
encrypted with a randomly generated session key to provide
confidentiality. The session key is then encrypted with the recipient’s
public key and is added to the beginning of the message.

4. The entire block is converted to radix-64 format.

On receiving the PGP message, the receiver follows the following steps :

1.
2.

The entire block is first converted back to binary format.

The recipient recovers the session kéy using his or her private key, and
then decrypts the message with the session key.

The decrypted message is then decompressed.

If the message is signed, the receiver needs to verify the signature. For

this, he or she computes a new hash code and compares it with the
received hash code. If they match, the message is accepted; otherwise, it
isrejected.

1L

Enveloped data : SMIME supports enveloped data, which consists of
the message containing any type of contents in encrypted form and the
encryption key encrypted with receiver’s public key.

Signed data : This consists of the message digest encrypted using the
sender's private key. This signed message can only be viewed by the
receivers who have S/MIME capability.

Clear-signed data : This functionality is similar to the signed data that
allows the receivers to view the contents of the message even if they do
not have S/MIME capability. However, they cannot verify the signature.

Signed and enveloped data :In this, S/MIME allows nesting of signed-
only and encrypted-only entities, so that the encrypted data can be
signed, and signed or clear-signed data can be encrypted.




Q. 4.

Q.5.

Q. 6.

Q.7.

; D
_ piscus® XA=97andXB

exchange.

Refer & =
. crie Hellman key exchange methoq |

' —233. Then compute Y ;d‘ Le

A B'Kdl

What is Kerberos 9 Discuss Kerberos version 4 in detsj|
Refer Q. 4.9-
Explain the full-service Kerberos environment ? What are
the principle differences between version 4 and version5of
Kerberos ?

Refer Q. 4.10.

How E-mail security 1S achieved ? Discuss S/MIME with
suitable steps and block diagram.

Refer Q. 4.13.

ail security 2 Provide the application
uthentication

What is electronic m
(PGP) in transaction a

of Pretty Good Privacy
Refer Q. 4.12.
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chepd i

- ity (IPSec) is a collection of protocols designed by the In
Engineering Task Force (IETF) to provide security for lr)acla;ettmmt
network layer. b

IPSec is a capability that can be added to either version of the Inte
Protocol (TPv4 or IPv6), by means of additional headeys. et

IPSec encompasses three functional areas - authenticatijoy
]

confidentiality, and key management.

a. The authentication mechanism assures that a received packet
was transmitted by the party identified as the source in the packet
header.

b. The confidentiality facility enables communicating nodes to
encrypt messages to prevent eavesdropping by third party.

¢ The key management facility is concerned with the secure
exchange of keys.

IPSec has two modes of operation :

a. Transport mode : It is the default mode of IPSec which provide

end-to-end security. It can secure communication between a client
and a server.

b. Tunnel mode : Tunnel mode is used between two routers, between

a host and a router, or between a router and a host. It is used when _.

either the sender or the receiver is not a host.
IPSec uses two protocols for message security :

a. Authentication Header (AH) : Covers the packet fo y
general issues related to the use of AH for packet authen

rmat and
catil]ll- :




Cryptography & Network Security 53D (AT-Sem-7)

ol A
b. Encapsulating Security Payload (ESP) : Covers the packet

format and general issues related to th ESP acket
| 2 e use of the
gncryphon and, optionally, authentication. i

7] write a short note on the applications of IP security.

remote Internet access - Using IPSec we can make
: 3 local
call t,o our Internet Service Provider (ISP) so as to connect :o our
zation’s network in a secure manner from our home or hotel.

e bo line for connecting its branches across cities/countries
an organization can set up an IPSec-enabled network to securely connect

all its branches over the Internet.

een various branches of an organization, and it can

also be used to connect the networks of different organizations together
fashion.

in a secure and inexpensive
the advantages of IPSec [ 4

quf.&l What are

Pz ata i

Advantages of IPSec are:

1. IPSecis transparent to the end users. There1s no need for user tramng,
key revocation.

9. When IPSecis configured to work with 2 frewall, it becomes the only
entry-exit point for all traffic making it extra secure.

3. IPSecworks at the network layer. Hence, no changes areé needed to the
upper layers L., application and transport.

router, all the outgoing

mented In a firewall or 2
the internal traffic does

ected. However,
any overheads for the

4. When IPSec is imple
it does not add

and incoming traffic gets prot
not have to use PSec. Thus,

internal traffic.

5. IPSec can allow traveling staff to have secure access to the corporate
network.

6. IPSec allows interconnectivity between branches/offices in a very
inexpensive manner.

Que 5.4, | Explain the ESP format. What is anti-replay service ?

AKTU 2016-17: ¥

7]

e

—_——
FUT 4 I I e i
ETITI ; ey
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Encapsula:;

Provides cm:lﬁl(lile ts-e?““ty Paylog

andlimjted . lahtyserﬁ(:es ad ; € a
traffic figy, confide,. l.ncludmgc(, ncapsma g

ESP formag . “Mtialipy = nfig g,

Fig. 541

fields -

<% Confidentiality coverage -
<& Authentication coverage —p

Padding (0 _ 55 bytes) /
Pad length ~/

Authentication data (variablg) |
L Figc 5-4-1. |
1. Secu.l‘ity Parameters index (32 bits) - Identifieg a seowy
association. ‘ .

2. Sequence number (32 bits) : A monotonicall
value, this provides an anti-replay function.

3. Payload data (variable) : Thisisa transport-level segment (trfmspm
mode) or IP packet (tunne] mode) that is protected by encryptio.

4.  Padding (0-255 bytes) : Padding field is used to expand the plaitzt
to the required length. '

| i
5. Padlength (8 bits) : Indicates the number of pad bytes i
preceding this field.

. ined in
6. Next header (8 bits) : Identifies the type of d?ti hc:tn;Zylﬂﬂd-
payload data field by identifying the first header in

i
. field that "
7. Authentication data (variable) :Avanablﬁ'le}fjlsglt;h packet mints
the integrity check value computed over the ,.
authentication data field.

Y increasing eouy

fo
Anti-replay service : . g copy?

. . er 0
L A replay attack is one in which an_atF::})‘themte E
authenticated packet and later transmits i
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The receipt of duplicate, authenticated IP packets may disrupt service in
gome way or may have some other undesired consequence. The sequence
number field is designed to thwart such attacks.

S LT e A B

Describe briefly operations of ESP transport and ESP

1
%
=

Th;a 'operat-ion of the ESP transport mode :

1. At the sender’s end, the block of data containing the ESP trailer and
- the entire transport layer segment is encrypted and the plain text of
this block is replaced with its corresponding cipher text to form the IP

packet. Authentication is appended, if selected. This packet is now
ready for transmission.

9. The packet isrouted to the destination. The intermediate routers need

to take a look at the IP header as well as any IP extension headers, but
not at the cipher text.

3. At the receiver’s end, the IP header and any plain text IP extension
headers are examined. The remaining portion of the packet is then
decrypted to retrieve the original plain text transport layer segment.

The operation of the ESP tunnel mode :

1. At the sender’s end, the sender prepares an inner IP packet with the
destination address as the internal destination. This packet is pre-fixed
with an ESP header and then the packet and ESP trailer are encrypted

and authentication data is added. A new IP header is added to the start
of this block. This forms the outer IP packet.

2. The outer packet is routed to the destination firewall. Each
_intermediate router needs to check and process the outer IP header,
along with any other outer IP extension headers.
3.

At the receiver’s end, the destination firewall processes the outer IP
header plus any extension headers and recovers the plain text from
the cipher text. The packet is then sent to the actual destination host.

.6.. | Explain the header format for an ISAKMP mé..ss;gﬁé.

_lnternet Security Association and Key Management Protocol (ISAKMP)
is designed to carry messages for Internet key exchange in IPSec.

2. Tt defines procedures and formats for establishing, maintaining and
deleting information regarding security associations.

3. AnISAKMP message consists of an ISAKMP header followed by one
Or more payloads.

4,

This entire block is encapsulated inside a transport segment.

i
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—

The beader format for an ISAKMP message g, —— |
5. - The ing fields: mF\g_s |
"~ of the following Sy
3 o,
Initiator CM :
Responder M
Next Major | Minor Exohange
payload |version | version type Flagg
Message ID '
Message lenm

- Oin the first message sent by the Initiator,

Initiator cookie : This is a 64-bit fie]q defining tho b
entity that initiates the SA EStab]jShment’ noﬁﬁcatiun eof the
Responder cookie : This is a 64-hit field defjpn; et

. D t .
the entity responding to the mitiator. Thig field Contaihn: :ﬁ“kle of

Next payload : This is an 8-bj
payload of the message.

Minor version : This is a 4-bit field indicating the minor
i in the current exchange. The current value of tp,

Exchange type : This is an 8-bit field indicating the type of
ex e that is being carried by the ISAKMP packets. :
Flags : This is an 8-bit field indicating the specific set of aptions
for ISAKMP exchange. Each bit in this field defines a single option.
Message ID : This is a 32-bit field specifying a unique ID for
message.

Message length : This is a 32bit field specifying the total le:glh
of the packet (including the header and all payloads) in octets.
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- sessertel

§.No.| . . dransport mode. . [

Provides protection
primarily for upper-layer
protocols.

Provides protection to the entire
IP packet.

Typically used for end-to-
end communication between
two hosts.

Used when one or both ends of
a security association (SA) are a
security gateway.

ESP in transport mode
encrypts and optionally
authenticates the IP payload
but not the IP header.

ESP in tunnel mode encrypts
and optionally authenticates the
entire inner IP packet, including
the inner IP header. :

AH in transport mode
authenticates the IP payload
and selected portions of the
IP header.

AH in tunnel mode
authenticates the entire inner

IP packet and selected portions

of the outer IP header.

Quess.
IPSec. What is the use of ISAKMP protocol in IPSec ?

Concept of security association in IPSec :

e

Explain the concept of Security Association (SA) in

Security association is a one-way relationship between a sender and a
receiver that affords security services to the traffic carried on it.

If a peer relationship is needed, for two-way secure exchange, then
two security associations are required.

Security services are afforded to an SA for the use of AH (Authentication
Header) or ESP (Encapsulating Security Payload), but not both.

i

A security association is uniquely identified by three parameters :
Security Parameters Index (SPI) : A bit string is assigned to

this SA and has local significance only. The SPIis carried in AH
and ESP headers to enable the receiving system to select the SA
under which a received packet will be processed.
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Ip |

x - 'm ddress : Cmently, On_ly ‘-I]li %’ﬁ" |

i gﬂwd“ei,‘“ﬁs' is the address of the destinagy,. e?g;;{ddr%

which may be an end user system or a netw(n_ksy mtnfthegr‘-'
firewall or router. °m

Sugy, a:s
s  Qocurity protocol identifier : This indicate 3
i aSSOd-a:iyﬂniS an AH or ESP security associatinl 8 WhethEr thi

Sender Receiver

SA Inboung
Fig. 581 Smple SA’

o ] |
Outbound bo
SA

f ISAKMP : Internet Secunty éSSOCiati(m and Key
I?rs;.oocol (ISAKMP) is use for negotiating, establjshjng, Manag
deletion of SAs and related parameters.

mOdjﬁC&tion ang

carried in the IP packets.

The authentication feature allows
sender, and accept or reject packets,
the address spoofing attacks.

The integrity feature ensure
altered during transmission
This protocol is baged on
implies that the two p

the receiver to authenticate the
accordingly. In addition, it prevents

s that the contents of the IP packets are not

the Message Authentication Code (MAC), which
arties must share a secret key.

Message digest is createq with the help of a hash function and a symmetri
key.
The message digest

placed in the approp
tunnel).

: is finall
i8 then inserted into the AH. This AH is ﬁnrt 0’;
riate location as per the mode used (transpo
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‘Que 5.10. | Discuss authentication header format.

Next Payload Reserved
header length

Security parameter index (SPI)

Sequence number

Authentication data

Fig. 5.10.1. Authentication header format.

AIISW er

The various fields of the AH are :

1. Next header: This is an 8-bit field that specifies the type of header.

2. Payload length : This is an 8-bit field that specifies the length of the
AH in 32-bit words.

3. Reserved field : This is a 16-bit field that has been kept reserved for
future use.

4. Security Parameter Index (SPI) :
a. Thisis a32-bit field that uniquely identifies the security associations
for the traffic to which the IP datagram belongs.
b. It plays the role of a virtual circuit identifier.
This field is used in combination with the source and destination

addresses, as well as the IPSec protocol used (AH or ESP).
5. Sequence number:

a. Thisis a32-bit field that contains a monotonically increasing number

(a counter) that specifies the ordering of the IP datagrams.
The sequence number is capable of preventing the replay attacks.

The sender must always transmit this field, but the receiver need
not always act upon it.

6. Authentication data :

a.  Thisis avariable length field that contains the authentication data,

called the Integrity Check Value (ICV) for the datagram.
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b. For IPv4 datagrams, this valye must be .. .
and for IPv6, this value must be ap inte AN inte 1
a

c. The ICVis generated by applyin
datagram.

loge |
g a hagh f“nction : of g4 3
0t

Cw
Write a short note on key managey, hoj, B
: By

Refer Q. 4.1, Page 4-2D, Unit-4.

Introduction to Secure Socket Layer, Secyr, o
* (SED), System Security : Introductory Ideq of 1y 5.

T A rET A s TG RN 2 Uryg; " ;
- Detection, Viruses and Related Threats F;;zlon} Intﬁu‘s’-
R SR e A > A treg ls‘ :

~ Questions-Answerg

‘Long Answer Type and Medium Answer T¥pe Quegs

Que 5.12. | Explain SSL with its architecture.

Answer I

1. The Secure Socket Layer (SSL)

protocol provides exchange f
information between a web browser

and a web serverin a Secure manngr

2. Itsmain aimis to provide entity authentication, message integrity and
confidentiality.

3. SSLisan additional layer located between the application layer and the

transport layer of the TCP/IP protocol suite. All the major web browsers
support SSL.

SSL architecture : The higher layer protocols include handshake protoct)
change cipher spec protocol and alert protocol. The lower layer includes.the
SSLrecord protocol, which is used for providing various basic security semcs
to the higher layer protocols. HTTP, which enables the web browser
interact with the web server, can work on the top of SSL.
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S
SSL SSL change SSL
handshake cipher spec alert HTTP
protocol protocol protocol

1.

2.

SSL record protocol

TCP

1P

Handshake protocol :

a.

This protocol allows authentication between the server and the
client.

It allows the server and the client to negotiate on an encryption and

MAC algorithm, and cryptographic keys to be used for encrypting
the data in an SSL record.

In this protocol, several messages are exchanged between the server
and the client.

Change cipher spec protocol :

a. The change cipher spec is the simplest protocol that is used to signal
that the cryptographic secrets are ready for use.

b. This protocol consists of only one message, which consists of a
single byte with the value.

c. This value causes the pending state to be changed to the active
state.

d. The pending state is the one in which two communicating parties
keep track of the parameters and secrets.

e. The active state is the -one in which the two parties use these
parameters and secrets to sign/verify or encrypt/decrypt the
messages.

f.  The change cipher spec protocol is responsible for moving values
between the pending state and active state.

Alert protocol :

a.  This protocol is used to signal errors or any abnormal conditions to
the nodes.

b.

It enables the nodes to exchange the.error or warning information.

The type of message associated with alert protocol is the alert
message.
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Ipg
d.  There are two bytes in each message of t},q alert Prot, Sy b
The first byte conveys the severity of the error. 1y Ocg).

e. the value 1 or 2, where 1 indicates Warning anéi Viflan takg i

fatal. In case of fatal error, the connection iS immg diatelll;t in diealt]er
f. The second byte contains a code that indicateg the N c.ermjﬂa te':]a

4. SSLrecord protocol : ifi g,
a. This protocol acts as a carrier.

b. Itisused for carrying the messages from the higher.]
as well as data coming from the applicatiop layey Yer protl)c(}]a

c.  Itreceives the data to be transmitted from the appl

icatinn laye

L,

Que 6.13. | Discuss Secure Electronic Transactiop (SET)

OR
Write short note on SET.
OR
Explain Secure Electronic Transaction (SET) in internet prot
~ _ 0co]
security in detail. 8-19, Ma'rk'g’_,m

Answer

L Secure Electronic Transaction (SET) is a standard protoco] for

: . : , Securin
credit card transactions over insecure networks, i.e., the inte :

rnet,
2. SETisnot a payment system but rather a set of security protocols anq
formats that enables users to employ the existing credit card payment
infrastructure on an open network in a secure fashion.

3. SETisbased on X.509 certificates with several extensions.

4. SET makes use of cryptographic techniques such as dj gital certificates
and public key cryptography to allow parties to identify themselves to
each other and exchange information securely.

o. SET uses a blinding algorithm that lets merchants to substitute a
certificate for a user’s credit card number.

6. This allows traders to credit funds from client’s credit cards without
the need of the credit card numbers,

7. The purpose of the SET protocol is to establish payment trans.actior::i.
It provides confidentiality of payment and ordering information, &
ensures the integrity of all transmitted data.

‘ it
8. SET creates a protocol that neither depends on transport secur !
mechanisms nor prevents their use,
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t facilitates and enc

ourage interoperatability among software and

31 etwork providers.
’éﬁiﬂ: Who are the participants in SET (Secure Electronic
T:-;;sa;ctw“) system ? Describe in brief the sequence of events that
L;}‘r o Electronic Transaction (SET) is a standard protocol for securing credit
S:rd transactions over insecure networks i.e., the internet.
c
Following are the participants in the SET system :

1. Cardbolder : _
In the electronic environment, consumers and corporate purchasers

interact with merchants over the internet.
A cardholder is an authorized holder of a payment card that has
been issued by an issuer.

a
b.

g Merchant :
2. A merchantisapersonor organization that has goods or services
to sell to the cardholder. These goods and services are offered via

a website or by electronic mail.

b. A merchant that accepts payments cards must have a relationship
with an acquirer.

3 Issuer : This is the financial institution that provides the cardholder
with the payment card.
4. Acquirer:

a. The acquirer provides authorization to the merchant that given
card account is active and the proposed purchase does not exceed
the credit limit.

b. The acquirer also provides electronic transfer of payments to
the merchant’s account.

5. Payment gateway :

a. The payment gateway act as an interface between SET and the
existing bank card payment networks for authorization and
payment functions.

b. The merchant exchange SET messages with the payment gateway
over the internet, while the payment gateway has connection to
the acquirer’s financial processing system.

6. Certification Authority (CA) : This is an entity that is trusted to
issue X.509 public key certificates for cardholders, merchants and
payment gateways. :

I L T

v —




5-14D (IT-Sem-7)

O
t : The cust
. The customer opens an accoun _ omey obte:
1 card account with a bank that supports electropj, paym(::t 5a Crg,

9 The customer receives a certificate :

a.  After suitable verification f’f it'ien_tity, the Customoy
X.509 digital certificate, which is signed by 1, ¢ ban r("c‘!ives

b. The certificate verifies the customer’s RgA public
expiration date. It also establishes a relatj,
customer’s key pair and his credit card.

3. Merchant have their own certificates ;

a. A merchant who accepts a certain brand of card my
possession of two certificates for two public keys owng 3t be .
merchant : one for signing messages, and ope for key exel?y t

ang

b. The merchant also needs a copy of the payment Bateway
key certificate. S pub)

4. The custorier places an order : In this process, the Customg
a list of items to be purchased to merchant, who returns ap Ordrse |
containing the list of items, their price, a tota] Price ang a;fl‘ for,
number. orde

5. Themerchant is verified : In addition to the order form, the merch
sends a copy of its certificate, so that the customer can verify thqt h:I~
dealing with a valid store. l

6. The order and payment are sent : The customer sends bot ¢}
order and payment information to the merchant, along with th
customer’s certificate.

: €Y ang .
nship betweel;di

7. The merchant requests payment authorization : The merchan
sends the payment information to the payment gateway, requestin,
authorization that the customer’s available credit is sufficient for th;
purchase.

8. The merchant confirms the order : The merchant send:
confirmation of the order to the customer.

9. Themerchant provides the goods or service : The merchant ship:
the goods or provides the service to the customer.

How SET achieves its objectives.

Answer ,
Following steps are taken by SET to achieve its objectives :
1. The SET software prepares the Payment Information (PI) on the

cardholder’s computer exactly in the same way as it happens in any
Web-based payment system.
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The cardholder’s computer creates a one-time session key.
2. " ng this one-time session key, the cardholder’s computer encrypts
3. gf’e] payment information.

The cardholder’s computer wraps the one-time session key with the
4. ablic key of the payment gateway to form a digital envelope.

: ;)t then sends the encrypted payment information (Step 3) and the digital

b. envelope (Step 5) together to the merchant.

ty ? Also discuss viruses

=75.16. | What domean by system securi
an;[related threats to system security ?

ARTU 201819, Marks 10,

Haswer
System security: Sy
involved in keeping 1
integrity.

Viruses:
A virus is a piece of program code that attaches itself to host program

stem security refers to the process and methodologies
nformation confidential, available and assuring its

1. -
and execute when the host program runs. It can then infect other
programs in that computer or in another computer in a same network.

9. Usually viruses cause damage to computer and network systems to the
extent that it can be repaired assuming that the organization deploys
good backup and recovery procedures.

3. During its lifetime, a virus goes through four phases :

Dormant phase : In this phase, the virus is idle. It gets activated
based on certain action or event. This is optional phase.

b. Propagation phase : In this phase, a virus copies itself and each
copy starts creating more copies of self, thus propagating the virus.

Triggering phase : A dormant virus moves into this phase when
the action / event for which it was waiting is initiated.

d. Execution phase : This is the actual work of the virus, which
could be harmless or destructive.
Related threats to system security : Following are the related threats to
system security :

a.

C.

1. Worms:
a. Worms are the piece of code that replicates itself again and again.
Worms are different from viruses in terms of implementation.
b. A virus modifies a program, however a worm does not modify a
program,
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E“‘ll‘it
——:—-;\;orm replicates itself so much that ultimately the cop, y

the network on which the worm resides become very Slowpute" of
coming to a halt. ’ ﬁnﬂlly
d.  Thus, the basic purpose of worm is to consume systepy, resg

make system unusable. Wrees i,

2 Trojan horse :

A Trojan horse is a hidden piece of code, which alj,

obtain or reveal some confidential infermation aboy

a network.

b. Trojan horse could attach to the code of login screep,

c. When user enters user id and password, the Trojan coulq
these details and send this information to attacker, Ty, ",
can use this information to gain access to the systeq,_

3. Logicbombs:
a  Logic bombs are the codes embedded in host pro
executed when a predefined event occurs.
b. These bombs display a message to the user and o
when either the user is accessing the internet or m
word processor application.

a WS attacker g

t
a coﬂlputer o

e

gram that are

Ur at 3 tip,
. e

c. Thelogic bomb initiation is a four-step process :
i  Attacker implants the logic bomb.
ii..  Victim reports the installation.
ii. Attacker sends the attack message.
iv. Victim does as the logic bomb dictates.

4. Mail bombing :

a. A mail bombing is a type of e-mail attack that is also a denial of
service (DoS).

b. Attacker routes large quantities of e-mail messages to the target.

¢. By sending large e-mails, attackers can take advantage of poorly
configured e-mail systems on the internet and trick them into
sending many e-mails to an address chosen by the attacker.

5. Trapdoor:

a.  Atrapdoor or a backdoor is a secret means of access to a computer
program that bypasses security mechanisms.

b. The trapdoor is the code that recognizes some special sequence
Ofu?p ut or is triggered by being run from a certain user ID or by an
unlikely sequence of events,
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crypto

7| what are the different security threats ? What is

AKTU 2016-17, Marks 10

OR
Write a short note on firewall. 'AETU 2017-18, Marks 05

éecurlt}f threats : Refer Q. 5.16, Page 5-15D, Unit-5.
Firewall :

A firewall defines a single choke point that keeps unauthorized users

. out of the protected network, prohibits potentially vulnerable services
from entering or leaving the network, and provides protection from
various kinds of IP spoofing and routing attacks.

9. Theuseofa single choke point simplifies security management because

security capabilities are consolidated on a single system or set of systems.

3. Afirewall provides a location for monitoring security-related events.
Audits and alarms can be implemented on the firewall system.

4 Afirewall is a convenient platform for several Internet functions that
are not security related. These include a network address translator,
which maps local addresses to Internet addresses, and a network
management function that audits or logs Internet usage.

5. A firewall can serve as the platform for IPSec. Using the tunnel mode
capability the firewall can be.used to implement virtual private networks.

Que 5.18. | What are the types of firewall ? Explain them.

LR

AKTU 2014-15, Marks 10

A firewall is a single point defense between two networks. A firewall is a
specialized version of a routers and a combination of packet filters and
application gateway.

Following are the types of firewall :

L. Packet filtering firewall :

a.  Packet filtering firewall is a firewall technique used to control
network access by monitoring outgoing and incoming packets.



h-18 D (IT-Sem-7) IP Secuﬂty

\ . ‘__-\.
b. Packet filtering firewall allows packet to pass or hall based op the

source and destination Internet Protocol (IP) address, Protogg)
and ports, Y

2. Circuit level firewall :

a. A circuit level firewall creates a circuit between a

. : client anq a
server without knowing the service required,

b. A circuit level firewall does not require special proxy-clien
applications.

3. Application-level firewall :

a.  An application-level firewall is a host computer running software
known as a proxy server.

b. A proxy server is an application that controls the traffic between
two networks.

c. Whenusingan application-level firewall the intranet and the internet
are not physically connected.

4. Stateful firewall:

a. A stateful firewall is a network that tracks the operating state and
characteristics of network connections traversing it,

b.  The firewallis configured to distinguish valid packets for different
types of connections. -

Que 5.19. I List some limitations of firewalls.

Answer

1 A firewall provides effective security to the internal network if it is
configured as the only entry-exit point in the organization.

2. Ifthere are multiple entry-exit points in the organization and firewall
is implemented at just one of them, then the incoming or outgoing
traffic may bypass the firewall. This makes the internal network
susceptible to attack through the points where the firewall has not
been implemented.

3. A firewall is designed to protect against outside attacks. However, it
does not have any mechanism to protect against internal threats such
as an employee of a company who unknowingly helps an external
attacker.

4. The firewall does not provide protection against any virus-infected
program or files being transferred through the internal network. This
is because it is almost impossible to scan all the files entering in the
network for viruses.

5. Toprotect the internal network against virus threats, a separate virus
detection and removal strategy should be used.
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;Qﬂé--s‘zo;' What are the advantages and disadvantages of
t'l pi,jication-leVEI gateway ?

Advantages :
1. The entire communication between the internal and external network

happens only through the application gateways. This protects the
internal IP addresses from the external network.

9. 'The use of application gateways provides transparency between the
" users and the external network.

3. They understand and implement high-level protocols such as HTTP
and FTP.

4 Theysupport functions such as user authentication, caching, auditing
and logging.

5. They can process and manipulate the packet data.

6. Strong user authentication can be enforced with application gateways.
Disadvantages :

1. Each new network service requires a number of proxy services to be
added. Thus, application-level gateways are not scalable.

9. The addition of proxy services causes client applications to be modified.

Application gateways operate at a slower speed. Thus network
performance degrades.

4. As they rely on operating system, they are vulnerable to the bugs in
the system.

Que 5.21. l What do you understand by trusted system ? Explain

the concept of reference monitor. AKTU 2014-15, Marks 10

‘Answer

1. A trusted system is a computer and operating system that can be
verified to implement a given security policy.

2. Trusted system are build upon a TCB (Trusted Computing Base) which
contains all of the elements of the system responsible for supporting

the security policy and isolation of objects on which the protection is
based.

The focus of a trusted system is access control. A general model t?f
access control as exercised by a file or database management system 1S
that of an access matrix.

Sy LIy ki kS v e v L
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The basic elements of the model are as follows :

a. Subject: An entity capable of accessing objects.
b. Object : Anything to which access is controlled.
¢ Accessright: The way in which an object is accessed by a subject,

An access matrix is usually sparse and is implemented by decompositioy,
in one of two ways. The matrix may be decomposed by columns, yielding
access control lists.

Thus, for each object, an access control list notes users and their

permitted access right. The access control list may contain a default, oy
public entry.

Reference monitor :

1:

The reference monitor is a controlling element in the hardware and
operating system of a computer that regulates the access of subjects to
objects on the basis of security parameters of the subject and object.

The reference monitor has access to a file, known as the security -
kernel database, that note the access privileges and the protection
attributes of each object.

The reference monitor enforces the security rules (no read up, no
write down) and has the following properties :

a. Complete mediation : The security rules are enforced on every
access, not just.

b. Isolation : The reference monitor and database are protected
from unauthorized modification.

c. Verifiability : The reference monitor's correctness must be
provable.

The requirement for complete mediation means that every access to
data within main memory and on disk and tape must be mediated.

The requirement for isolation means that it must not be possible for an
attacker, to change the logic of the reference monitor.

Que 5.22. | What are the advantages and disadvantage of packet-

filtering router firewall ?

‘Answer

Advantages :

1. 'They are simple, since a single rule is enough to indicate whether to
allow or deny the packet.

2. They are transparent to the users i.c., the users need not know the
existence of packet filters.

3. They operate at a fast speed as compared to other techniques.
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4. The client computers need not be configured specially while
" jmplementing packet-filtering firewalls.

5. They protect the IP addresses of internal hosts from the outside network.

pisadvantages :

1. Theyare unable to inspect the app
thus, cannot restrict access to FTP services.

 Ttisadifficult task to set up the packet-filtering rules correctly.
3. They lack support for authentication and have no alert mechanisms.
4. Being stateless in nature, they are not well suited to application layer

protocols.

lication layer data in the packets and

dvantage and disadvantage of circuit-

‘Que 5.23. | What are the a

lé{f‘tal gateway ?

Advantages:
1. Theyoper.
They offer more security than packet filters.

They are not subject to IP address spoofing attacks.

twork Address Translation (NAT) by changing source
ting internal host IP addresses

ate at a faster speed as compared to application—level gateways.

N

They perform Ne
node IP address to its own and, thus, protec

from the external network.

Disadvantages :
1. They are unable to perform security checks on higher-level protocols.

2. They can restrict access only to TCP protocol subsets.
3. They have only a confined audit event generation capability.

Que 5.24. | Write a short note on intrusion detection.

i

AKTU 2017-18, Marks 05

Answer I

1. Intrusion detection refers to the process of identifying attempts to

penetrate a system and gain unauthorized access.

An intrusion detection system is a Software/Hardware designed to detect

unwanted attempts at accessing of target application or system.

3. Ifan i_ntrusion is detected quickly enough, the intruder can be identified
and ejected from the system before any damage is done or any data are
compromised.

o
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4. Evenifthedetection isnot sufficiently time to preempt the intrudey
sooner that the intrusion is detected, the less the amount of damggq :

Ques25. | Briefly
detection.

more quickly recovery can be achieved. iy

x_"-\n eﬁ'factive intrusion detection system can serve as a deterreng
ntrusions.

Intrusion detection enables the coll

techniques that can be used
facility.

ection of information about Intrusj
to strengthen the intrusion prevent;

describe the two approaches for intrusj,

Answer |

Two approaches for intrusion detection are :

1L

Stgt_istica] anomaly detection : In this category, the behaviour
legitimate users is evaluated over some time interval. It can be achiey
by two way :

a. Threshold detection :

L Inthreshold detection, thresholds are defined for all users a
group, and the total number of events that are attributed
the user are measured against these threshold values.

. The number of events is assumed to round upto anumber
is most likely to occur, and if the event count exceeds t
number, then intrusion is said to have occurred.

b. Profile-based detection :

i In profile-based detection, profiles for all users are creat
and then matched with available statistical data to find ou
any unwanted action has been performed.

. A user profile contains several parameters. Therefore, char
in a single parameter is not a sign of alert.

Rule-based detection : In this category, certain rules are applied
the actions performed by the users. It is classified into two types :

a. Anomaly-based detection :

i In anomaly-based detection, the usage patterns of users:
collected, and certain rules are applied to check any deviat
from the previous usage patterns.

ii. The collected patterns are defined by the set of ru]e's t!
includes past behaviour patterns of users, programs, privileg
time-slots, terminals, etc.
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iii. The current behaviour patterns of the user are matched with
the defined set of rules to check whether there is any deviation
in the patterns.

b. Penetration identification :

i.  Inpenetration identification, an expert system is maintained
that looks for any unwanted attempts.

ii. This system also contains rules that are used to identify the
suspicious behaviour and penetrations that can exploit known
weaknesses.

Que 5.26.‘-'l Differentiate between SSL and SET.

Answer |
Issue  SSL ~ SET
Main objective | To allow exchange of data | To support e-commerce
in an encrypted form related payment mechanisms.
Certification | The certificates are A trusted third party certifies
exchanged between the | all the parties involved in the
two parties. communication process.
Authentication| The authentication The authentication
mechanism is not very [ mechanism is very strong.
strong.
Risk of It is prone in merchant |It is free from this fraud as
merchant fraud as financial data is | financial data is given to the
fraud provided to the payment gateway only.
merchant.
Risk of It is prone to this kind of | The payment instructions are

customer fraud

fraud as the customer
can refuse to pay later;
there is no mechanism
that can prevent such
kind of fraud.

digitally signed by the
customer. Thus, there is less
chance of such fraud.

Action in case
of customer
fraud

Merchant is responsible
if a customer later
refuses to pay.

Payment gateway is
responsible in case of
customer fraud.

Practical usage

High.

Less.
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VERY IMPORTANT QUESTIONS —\

Following questions are very important. These

——dl
questiong l

‘may be asked in your SESS] ONALS as well as

UNIVERSITY EXAMINATI ON.

e

Q.1.
ARE:

Q.2.
ANE

Q.3.

ARE

Q. 4.

Ans. Refer Q. 5.14.

Ans.

Q.8.

- Who are the participants in SET (Secure Electronj

. What do mean by system security ? Also discuss Viruseg

. What are the types of firewall ? Explain them.

. - ‘_—-—~\
Explain internet protocol security in detail,

Refer Q. 5.1.

Explain the ESP format. What is anti-replay service ?
Refer Q. 5.4.

Explain the concept of Security Association (SA)

What is the use of ISAKMP protocol in IPSec ?
Refer Q. 5.8.

in IPSeq,

Discuss Secure Electronic Transaction (SET).
Refer Q. 5.13.

Transaction) system ? Describe in brief the sequence of
events that are required for a transaction.

and related threats to system security ?
Refer Q. 5.16.

Refer Q. 5.18.

Write a short note on intrusion detection.
Refer Q. 5.24.

©OO
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Introdution

‘uniT | (2 Marks Questions)

1.1.

Axis;

1.2.

Ll ﬁ

1.3.

1.

2,

14.

What do you mean by cryptography ?
AKTU 2018-19, Marks 02
Cryptography is defined as the conversion of data into a scrambled

code that can be decrypted and sent across a public or private
network. It is the science and art of creating secret codes.

What are the different factors on which cryptography
depends ? AKTU 2017-18, Marks 02

Following are the different factors on which cryptography
depends:

Plaintext

Encryption algorithm

Ciphertext

Decryption algorithm

What are the different security attacks ?

AKTU 2016-17, Marks 02
OR
What is security attack ? Discuss its various types.
"AKTU 2017-18, Marks 02

Security attack is defined as an attempt to gain unauthorized access
toinformation resource or services or to cause harm to information
system. Following are the two types of security attacks :

Passive attacks : Passive attacks are those attacks where the
attacker indulges in monitoring of data transmission.

Active attacks : Active attacks are those attacks where the
attackers attempt to make change to data.

Al

Distinguish between an active and passive attack.

AKTU 2015-16, Marks 02
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ANE
S._N_o. Active attack Passive htt',éck __—\
1. Access and modify information. | Access information. ]
2. System is harmed. No harm to system,
3. Easy to detect than prevent. Difficult to detect than pm
4, Threat to integrity, availability. | Threat to confidentiality.
1.5. What are different security mechanism ?
AKTU 2016-17, Marks 02
Anig Different security mechanisms are :
1. Encipherment
1. Dataintegrity
i Digital signature
iv. Traffic padding
v. Routing control
vi. Notarization
vil. Access control
1.6. Specify two differences between procedural and object
oriented language. AKTU 2015-16, Marks 02
ATE:
S.No.| Procedural language Object-oriented language
1 It executes series of It executes through the approach of
procedures sequentially. collection of objects.
2. This is a top-down This is a bottom-up programming
programming approach. approach.
1.7. What type of security goals are used in cryptography ?
AKTU 2015-16, Marks 02
Ans: Types of security goals used in cryptography are :
1. To protect the confidentiality of data
2. To preserve the integrity of data
3. Topromote the availability of data for authorized use
18. Define block cipher. ARTU 2018-19, Marks 02|
Anig. A block cipher is defined as a symmetric key cipher where a group

of plaintext symbols are encrypted together to create a group of

ciphertext of same size.
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1.9.

AN

1.10.

1.11.

1.11.
Ans:

1.12.
Ans:

1.13.

yptography & Network Security (2 Marks)
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AKTU 2015:16, Marks 02

defined as a symmetric key cipher where
ption are done on one symbol at a time.

What is stream cipher ?

A stream cipher is
encryption and decry

AKTU 2017-18, Marks 02

ption and analysis of codes, ciphers or

|

What is cryptanalysis ?
Cryptanalysis is the decry
encrypted text.

Discuss linear and differential cryptanalysis.
AKTU 2017-18, Marks 02

alysis : Linear cryptanalysis is a known plaintext
he attacker studies probabilistic linear relations
phertext, and the secret

Linear cryptan
attack in which t
between parity bits of the plaintext, the ci
key.

Di}f’ferential cryptanalysis : Differential cryptanalysis is a general
form of cryptanalysis applicable primarily to block ciphers, but also
to stream ciphers and cryptographic hash functions where the
attackers studies of how differences in the information input that
can affect the resultant difference at the output.

Define data integrity.

Data integrity is designed to protect data from modification, insertion,
deletion and replacing by any entity. It can be applied to a stream of
message, a single message or a selected position within a message.

What do you mean by Avalanche effect ?

Avalanche effect is defined as the effect where a small change in
either the plaintext or the key should produce a significant change

in the ciphertext i.e., a change in one bit of plaintext produces
change in many bit of the ciphertext.

Discuss double and triple DES. | AKTU 2017-18, Marks 02

i5. Double DES : In double DES, we use two instances of DES ciphers

for encryption and two instances of reverse ciphers for decryption.
Each instances use a different key. The size of the key is 112-bits.
Triple DES : In triple DES, three stages of DES are used for
encryption and decryption of messages. This increases the security

of DES.

©OO
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22.

C"N’"‘%

23.

. Discuss group and ring with suitable axioms.

Group : A group (G), denoted by {G, s}, is a set of elements wi
a binary operation ‘¢’ that satisfies following four properties :
Closure:c=ae*b
Associativity: (aeb)ec=ae(bec)
Identity:eea=aee=a.
Inverse:aea'=a’'ea=e.
Ring : A ring R, denoted by (R, +, x}, is a set of elements with t
binary operations, called addition and multiplication, such that
all @, b, ¢ in R the following axioms are obeyed :
Closure under multiplication : If a and b belong to R, then ab
alsoin K. :
Associativity of multiplication : a(bc) = (ab)c for alla, b, cin
Distributive laws : '
a(b +c)=ab+acforalla,b,cinR
(@+b)c=ac+bcforalla,b,cink
Commutative of multiplication : ab = ba for all a, binR.
Multiplicative identity : There is an element 1 in R such that
al=1aforalleinR.
No zero divisors : If ¢, b belong to R and ab =0, then eithera =

orb=0.

Write down the properties of modular arithmet
operations.

Modular arithmetic exhibits the following properties :
[(e¢ mod n) + (b mod n)]l mod n = (a + b) mod n

[(@ mod n)— (b mod n)] mod n = (a —b) mod n
[(@ mod n) x (b mod n)] mod n=(a xb) mod n

Define relatively prime numbers ?

Two integers a and b are relatively prime if ged (a, b) = 1. T
integers a,, a,, ..., @, are pair-wise relatively prime if g

(a,a)=1, whenever 1 <i<j<n.
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2.6.
Ans;

2.7.

Ans:

2.8.

Describe primality testing in brief. _ )
A primality testing is an algorithm used for determining whether
an input number is prime. This algorithms is divided into two
categories : ' '
Deterministic algorithm

Divisibility algorithm

What are the requirements for the use of a public key
certificates scheme ? . /AKTU 2015-16, Marks 02/

Requirements for the use of a public key certificates

scheme are:
Any participant can read a certificate to determine the name and

public key of the certificate’s owner.

Any participant can verify that the certificate originated from the
certificate authority and is not fake.

Only the certificate authority can create and update certificates.
Any participant can verify the currency of the certificate.

Explain field with example. AKTU 12016:1?1,111_’“11;1'71(3?02;
Field : A field F, denoted by {F, +, x}, is a set of elements with two
binary operations, called addition and multiplication, such that for all
a, b, ¢ in F the following axioms are obeyed :

Fis an integral domain.

Multiplicative inverse : For each ¢ in F, except 0, there is an
element ¢! in F such thataal=(e D a=1.

For example : Rational numbers, real numbers and complex
numbers are the examples of field.

Find GCD (1970, 1066) by using Euclid’s algorithm.
. AKTU 2017-18, Marks 02
ged (1970, 1066) = ged (1066, 1970 mod 1066) '
= ged (1066, 904) = ged (904, 1066 mod 904)

= ged (904, 162) = ged (162, 904 mod 162)

=ged (162, 94) = ged (94, 162 mod 94)

= ged (94, 68) = ged (68, 94 mod 68)

= ged (68, 26) = ged (26, 68 mod 26)

= ged (26, 16) = ged (16, 26 mod 16) = ged (16, 10)

= ged (10, 16 mod 10) = ged (10, 6) = ged (6, 10 mod 6)

= ged (6, 4) = ged (4, 6 mod 4) = ged (4, 2) = ged (2, 4 mod 2)
=gcd (2,0)=2

Compute the value of 57 mod 11 and 11! mod 5.
| AKTU 2017-18, Marks 02
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Ang: 5'"mod11:
= (52 mod 11) (51°* mod 11)
=[3 x (52 mod 11)7 x (5 mod 11)] mod 11

=[3x 37 x5 mod 11=3

11" mod 5:
= (112 mod 5) (11!% mod 5) = [1 x (112 mod 5)7 x (11 mod 5)] moq 5

=[1x1"x1]mod5=1

. 29. Find the value of Euler’s Totient Number ¢(88).
'AKTU 2017-18, 'Matm]

ARE ¢(88)=¢(11x4x2)=(11—1)x(4—1)x(2—1)
' =10x3x1=30

2.10. Give the ingredients of public key encryption scheme.

Ans Ingredients of public key encryption scheme are :
i. Plain text
ii. Encryption algorithm
iii. Public and private keys
iv. Ciphertext
v.  Decryption algorithm

2.11. Define AES.
Ans. Advanced Encryption Standard (AES) is a symmetric-key block
cipher that operates on a data block of 128-bits, and comprises

several rounds for encryption and decryption.

2.12. What do you mean by RSA ?

Afis; RSA is asymmetric cryptography algorithm where the encryption
key is public and it is different from the decryption key which is

kept secret.

©00©
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Message
Authentication Codes
(2 Marks Questions)

3.1.

3.2.

ATiS

el o o

3.3.

& A cryptographic M

What is message authentication code ?
'AKTU 2015-16, Marks 02

AKTU 2016-17, Marks 02
essage Authentication Code (MAC) is a short
piece of information used to authenticate a message. A MAC
algorithm accepts as input a secret key and an arbitrary length
message to be authenticated, and produces MAC as output.

What are the types of attacks addressed by MAC?
The types of attacks that are addressed by message authentication

are:
Masquerade

Modification of the message
Timing modification

What requirements should a digital signature scheme
satisfy ? AKTU 2015-16, Marks 02
Following are the requirements for digital signature are :
The signature must be a bit pattern that depends on the message
being signed.

The signature must use some information unique to the sender, to

prevent both forgery and denial.
Production of digital signature must be easy.

Explain briefly the two different approaches of digital
signature. AKTU 2015-16, Marks 02

: Two different approaches of digital signature are :

RSA : RSA is used for encryption and decryption.

DSA : DSA (Digital Signature Algorithm) is used for signing/
verification.
3.5. Define hash algorithm. AKTU2013'19’M31'1‘302




Message Authenticatiop Cog b

m...AhﬁShalgOﬁt‘hmisa

. probability that the same strin

3.7

3.12.

function that converts a data string of vy a

output string of fixed length. Hash alg'arithgie

ollision-resistant, hence there is a very 1,
g would be created for different datg

Jengthinto a numeric
are designed to be ¢

eral form of a hash function.

Give the gen nction H of the form .

h value & is generated by a fu
Ahashv e

where M is the variable length message and H(M) is the fed
length hash value.

What is DSS in cryptography ? [ AKTU 2018-19, Marks 55

:oital Signature Standard (DSS)is a standard that defines methogy
glrgldigitalgl;?gnature generation and can bt? 1-15ed for Protection of
binary data, verification and validation of digital signatures,

Describe birthday attack. AKTU 2018-19, Marks g3
OR

What is Birthday attack?  [AKTU 2017-18, Marks g3

Abirthday attack is a type of cryptographic a!:tack that exploits the
mathematics behind the birthday problem in probability theory,

This attack can be use to exploit the communication between twq

parties.

. What are the objectives for HMAC ?

Objectives for HMAC are :
Te use without modifications, available hash functions.’
To use and handle keys in a simple way.

- Write down the security services provided by a digital

signature.

Security services provided by digital signature are :
Message Authentication

Message Integrity

Non-repudiation

Confidentiality

. What are the drawbacks of digital signature ?

Drawbacks of digital signature are :

Association of digital signature and trusted time stamping.
Non-repudiation,

What is Elgamal encryption ?
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The Elgamal encryption
on the concept of Diffie-Hellman ke

ks on Elgamal algorithm.
lgorithm are :

y agreement.

Name different attac
Different attacks on Elgamal a

1. Modulus attack
2. Known-plaintext attack

3-
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Key Management
and Distribution

(2 Marks Questions)

4.1. . Define symmetric key cryptography.

ANE

4.2.

43.

44.

N"'g

45 .
AN

o

4.6.

]

Symmetric key cryptography is a shared secret key between twe
parties. It is more efficient for enciphering large messages. Itg

strength rests with the key distribution technique.

What is an authenticated Diffie-Hellman key agreement ?

| AKTU 2015-16, Marks 02]
Authenticated Diffie-Hellman key agreement is the building block
for establishing secure session keys in security systems.

Authenticated key agreement aims at simultaneously providing
authentication of communicating parties.

Write down the use of Diffie-Hellman algorithm.
Diffie-Hellman algorithm is used to encrypt subsequent
communications using a symmetric key cipher. It provides the basis
for a variety of authenticated protocols and is used to provide perfect
forward secrecy in transport layer security’s modes.

What are the advantage of Diffie-Hellman algorithm ?

Advantages of the Diffie-Hellman algorithm are :
Secret keys are generated as and when required.
No pre-existing infrastructure is required for key exchange.

What are the limitations of Diffie-Hellman algorithm ?
Limitations of Diffie-Hellman algorithm are :

It does not provide any information regarding the identities of the
users exchanging the key.

It is vulnerable to man-in-the-middle-attack.

It involves a lot of computation.

Define S/ MIME. 'AKTU 2015-16, Marks 02

. S/MIME is a standard for public key encryption and signing of

MIME data. S/MIME (Secure Multi-Purpose Internet Mail
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4.10.
Ang;

4.11.
AfiE;

4,12,
Ang;

Cryptograph

4.7.

4.8.
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Extensions) is a secure method of sending e-mail that uses the RSA
encryption system. '

What is Kerberos ? AmU2ﬁIGil7jMark%02‘

Kerberos is a computer network authentication protocol, which
allows individuals communicating over a non-secure network to
prove their identity to one another in a secure manner.

What do you mean by mail security ?

OR
What do you mean by e-mail security ?

ARTU 2018:19, Marks 02

. : OR
Explain e-mail security. AKTU 2016-17, Marks 02
Mail security refers to the collective measures used to secure the

access and content of an email account or service. It allows an
individual or organization to protect the overall access to one or

more email addresses/accounts.

Write down the different ways the public key can be
distributed.

Different ways the public key can distributed are :

Public announcement

Publically available directory

Fublic key authority

Define public-key authority.

In public-key authority, central authority maintains a dynamic
directory of public keys of all participants. Each participant reliably
knows a public key for the authority, with only the authority
knowing the corresponding private key.

What are public key certificates ?

Public key certificate define as the certificate used by participants
to exchange keys without contacting a public-key authority in a
reliable way as if the keys were obtained directly from a public-key
authority.

What do you understand by Pretty Good Privacy algorithm ?
PGPis an encryption algorithm that provides cryptographic privacy
and authentication for data communication.

B
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Give the services provided by PGP.

Service provided by PGP :
Authentication

Confidentiality

Compression

Segmentation and Reassembly
Signature component
Message component

g < ?."EEFI:-"EE

4.14. Differentiate between public key and private key.
AKTU 2018-19, Marks 0,
Afis:
S.No. Public key. 5 :_Prii(ate_ key
1

It is use to encrypt the

Itis use to decrypt the message
message.

2. Distributed freely and openly. | Protected by owner.

It is used to verify signatures. | Itisused to sign signatures.

OO0
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IP Security

(2 Marks Questions)

5.2.

5.3.

. What is IP security ?

[ARTO 201

s

IP Security (IPSec) is a collection of protoc;;als desi :;)by‘ith

Internet Engineering Task Force (IETF) to provide security for a

packet at the network layer.

Explain intrusion detection.

OR

Explain intrusion detection in brief.

Intrusion detection refers to the process of identifying attempts to

penetrate a system and gain unauthorized access.

An intrusion detection system is a Software/Hardware designed to
detect unwanted attempts at accessing of target application or

system.

Differentiate between virus and firewalls.

S'NO. o

I

A so-ftware that is capable of
copying itself and has a harmful
effect of corrupting the system.

It is a hardware/software

security based network security
system that  prevents
unauthorized access between
computer programs.

i‘ts inspection capability is
limited to techniques imposed

k

by the antivirus vendor.

Its inspection capability is based
on a pre-defined set of networks

protocols. o

54. What are the functional areas of IPsec ?

| —
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5.10.
ARE;

1v.

5.11.

Functional areas of IPSec are :
Authentication

Confidentiality

Key management

What are the services provided by IPSec ?

Services provided by IPSec are :
Access control

Connectionless integrity

Data origin authentication
Confidentiality

Limited traffic flow confidentiality

Describe briefly the concept of security association.
A security association is a contact between two parties to create g

secure channel between them. Each of them stores the value of

the key in a variable and the name of the encryption / decryption
algorithm in another.

What do you understand by Security Association Database
(SAD)?

Security Association Database is a standard storage area which is
used by communicating parties for storing the SA information.

. Write down the list of information associated with the ESP

protocol.

Information associated with the ESP protocol :
Encryption algorithm

Authentication algorithm

Keys

Key lifetime

Initiator vectors

Describe briefly the security policy database.

Security policy database specifies the policies that determine the
disposition of all IP traffic inbound or outbound from a host or a
security gateway.

Give a list of main entities in SET.

There are four main entities in SET :
Card holder (customer)

Merchant (web server)
Merchant’s Bank (payment gateway, acquirer)
Issuer (cardholder’s bank)

Describe briefly the purpose of SET protocol.
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1
ii

iii.
5.12.
AfiE.

5.13.
ATiE

5.14.
ASE;

5.15.

yptography & Network Security (2 Marks)

It facilitates and encourages in

§Q-15D (IT-Sem-7)

Purpose of SET protocol are 3
Provide confidentiality of payment and ordering information.
teroperability among software and

network providers.
It ensures the integrity of all transmitted data.

sactions supported by SET ?
rted by SET are purchase request,
nt capture. !

What are the major tran
The major transactions suppo
payment authorization and payme

audit record ?
d in introduction detection. Audit records

are used to track the actions performed by users. If any user tries
to get unauthorized accessina network, then traces of such actions
can be detected in these records, so the appropriate measures can

be taken.

What do you mean by
An audit record isa tool use

What are honeypots ?
Honeypots are the traps that are designed to attra

intruders and, thus, track their activities.

ct the potential

What do you mean by malicious software ?

Malicious softwares are the programs that generate threats to the
computer system and stored data. They could be in the form of

viruses, worms, Trojan horses, logic bombs and zombic programs.
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Note: (1) Attempt all questions.
(2) All questions carry equal marks.

Attempt any four parts: (5bx4=20)
Explain Feistel encryption and decryption algorithins. What
is the difference between diffusion and confusion ?

Ans. Refer Q. 1.15, Page 1-12D, Unit-1.

P

b. Compare and contrast substitution techniques with
transposition techniques under classical encryption.
Ans: Refer Q. 1.5, Page 1-5D, Unit-1.

c. What is the most security-critical component of DES round
function ? Give a brief description of this function.
Afig. Refer Q. 1.19, Page 1-17D, Unit-1.

d. What is the difference between block cipher and stream
cipher ? What are the different modes of block cipher
operation ? Explain any one of them.

Ang. Refer Q. 1.25, Page 1-22D, Unit-1.

e. What is the idea behind meet-in-middle attack ? How it can
be avoided in 3 DES ?
Amis. Refer Q. 1.21, Page 1-19D, Unit-1.

f. The hill cipher uses the following key for enciphering the

message.
g [3 2)
5 7
Obtain the decryption key to be used for deciphering the
cipher text.

Ang Refer Q. 1.8, Page 1-7D, Unit-1.
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N
9. Attempt any four parts : : (5 x 4 = 20)
Describe RSA algorithm, encryption and decryption

function. In RSA, given e =07 and n = 3. Encrypt the message
“ME?” using 00 to 25 for letters AtoZ. :
Refer Q. 2.22, Page 2-17D, Unit-2.

pseudocode for Miller-Rabin primality testing.

. Write the _ .
. her 61 is prime or not using the same Miller-Rabin

Test whet

test.
Asig; Refer Q. 2.14, Page 2-11D, Unit-2.

c. Describe the Fermat’s little theorem. Using Fermat’s
theorem, find the value of 3201 mod 11.
Aqng;  Refer Q. 2.9, Page 2-8D, Unit-2.

d. Define ring and field. Give an example of ring which isnot a

field. '
Ans: Refer Q. 2.3, Page 2-3D, Unit-2.

Illustrate the concept of Chinese Remainder Theorem. By
using Chinese Remainder Theorem solve the simultanecus
congruence X = 2 mod P for allP € (3,5, 7).

Ang Refer Q. 2.15, Page 2-12D, Unit-2.

f. Describe Diffie-Hellman key exchange algorithm. Users A
and B use the Diffie-Hellman key exchange technique a
| common prime q = 83 and a primitive root a = 13.
i i. If user A has private key 5 what is A’s public key ?
ii. If user B has private key 12, what is B’s public key ?
iii. What is the shared key ? .
Anig. Refer Q. 4.3, Page 4-3D, Unit-4.

e

3. Attempt any two parts: (10 x 2=20)
a. Write the Digital Signature Algorithm (DSA) of Digital
Signature Standard. What is the implication if same K
(secret per message) is used to sign two different message
using DSA ? '
Axnis: Refer Q. 3.16, Page 3-16D, Unit-3.

b. What are the requirements of a Message Authentication
Code (MAC) ? Discuss the logical structure, components
and algorithmic steps of MD5 algorithm.

Ang: Refer Q. 3.4, Page 3-5D, Unit-3.

c.i. Differentiate between the following :
a. Hash code and Message Authentication Code (MAC)
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Weak collision resistance and Strong collision resistan%

Refer Q. 3.11, Page 3-12D, Unit-3.

Describe birthday attack against any
the mathematical basis of the attack.
Refer Q. 3.12, Page 3-13D, Unit-3.

hash function, Give

Attempt any two parts : (10x2= 20)
Enlist various services supported by S/MIME. Explain how
S/MIME supports these services. What is the purpose of
content type field in MIME header ?

Refer Q. 4.14, Page 4-16D, Unit-4.

What is digital certificate ? Give the f

ormat of X.509
certificate showing the important elements of the

certificate. How is an X.509 certificate revoked ?
Refer Q. 4.7, Page 4-7D, Unit-4.

Explain the full
the principle di
Kerberos ?

Refer Q. 4.10, Page 4-11D, Unit-4.

-service Kerberos environment ? What are
fferences between version 4 and version 5 of

Attempt any two parts : (10 x 2 = 20)
Explain the concept of Security Association (SA) in IPSec,
What is the use of ISAKMP protocol in IPSec ?

Refer Q. 5.8, Page 5-7D, Unit-5.

Who are the participants in SET (Secure Electronic -
Transaction) system ? Describe in brief the sequence of
events that are required for a transaction.

Refer Q. 5.14, Page 5-13D, Unit-5.

What are the types of firewall ? Explain them.
Refer Q. 5:18, Page 5-17D, Unit-5.

What do you understand by trusted system ? Explain the

concept of reference monitor.
Refer Q. 5.21, Page 5-19D, Unit-5.

©00O
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CRYPTOGRAPHY & NETWORK SECURITY

Max. Marks: 100

Time : 3 Hours

SECTION-A i

Note: Attempt all parts. All parts carry equal marks. Write answer of
each parts in short : (2 x10=20)
1. a. Specify two differences between procedural and object

oriented language. _
asis; Refer Q. 1.6, Page SQ-2D, Unit-1, Two Marks Questions.

b. What is a stream cipher ? =
Ang Refer Q. 1.9, Page SQ-3D, Unit-1, Two Marks Questions. -

c. What is an authenticated Diffie-Hellman key agreement ?
Anig. Refer Q. 4.2, Page SQ-10D, Unit-4, Two Marks Questions.

d. Distinguish between an active and passive attack.
Ans; Refer Q. 1.4, Page SQ-1D, Unit-1, Two Marks Questions.

e. What are Message Authentication Codes (MACs) ?
Ans: Refer Q. 3.1, Page SQ-7D, Unit-3, Two Marks Questions.

f. What requirements should a digital signature scheme
satisfy ?
Anis; Refer Q. 3.3, Page SQ-7D, Unit-3, Two Marks Questions.

8- What type of security goals are used in cryptography ?
Awig: Refer Q. 1.7, Page SQ-2D, Unit-1, Two Marks Questions.

h. Define S/MIME.
Ans: Refer Q. 4.6, Page SQ-10D, Unit-4, Two Marks Questions.

i. What are the requirements for the use of a public key
certificates scheme ?

Ans: Refer Q. 2.5, Page SQ-5D, Unit-2, Two Marks Questions.

J. Explain briefly the two different approaches of digital
signature.

e eV SO S —
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ARE:

Note:
2.

ANE

Note:
10.

Refer Q. 3.4, Page SQ-17D, Unit-3, Two Marks Questiong,

SECTION -B

Attempt any five questions from thig section :
What are the Properties of modular arithmetic
What are the requirements of Messa
(MAC) ? List and explain them.
Properties of mo
Page 2-3B, Unit-2.
Requirements of me
Page, Unit-3.

(10x 5 50
°Peration ?

ge Authentication Code
dular arithmetic operation : Refer Q.24
Ssage authentication code : ReferQ. 35

Encrypt the message “THIS ISAN EXE
Cipher with key = DOLLARS,

Refer Q. 1.9, Page 1-8D, Unit-1.

RCISE” using Playfy;,

What is Kerberos ? Discuss Kerberos version 4 in detail,
Refer Q. 4.9, Page 4-10D, Unit-4.

Define the Chinese remainder theorem. Find
for the following sets of Con
remainder theorem.
X=2mod7andX=3mod9.

Refer Q. 2.186, Page 2-13D, Unit-2.

the values of x e
gruence using the Chinese

What are the securities of RSA ? Perform encryption and
decryption using RSA algorithm for p = 17,q = 11, e = 7
m = 88,

Refer Q. 2.26, Page 2-20D, Unit-2. .
What is the principle of public-key cryptosystems ? Discuss

the applications for public-key cryptosystems.
Refer Q. 2.21, Page 2-16D, Unit-2.

What are the properties of modular arithmetic operation ?
Refer Q. 2.4, Page 2-3D, Unit-2.

Define group field and finite field of the form GF(p).
Refer Q. 2.1, Page 2-2D, Unit-2.

SECTION-C

i 30)
i is secti . (16 x 2=
Attempt any two questlons from th e. on co
Find the values of x for the fO“OWlllg sets of CO“SI uen

- using the Chinese remainder theorem.
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X = 2(mod 3)
X =1(mod4)
X = 3 (mod 5)

Ans; Refer Q. 2.19, Page 2-14D, Unit-2.

11. Explain RSA algorithm. Perform encryption and decryption
using RSA algorithm for p =11,9 = 13,e=7,m=9.
A Refer Q. 2.23, Page 2-18D, Unit-2. :

12. Draw block diagram of DES encryption. Also, discuss the

strengths of DES.
Anis; Refer Q. 1.18, Page 1-16D, Unit-1.

©0O©
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Max. Marks : 19

Note:

suitably.
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Attempt all sections. If required any missing data; then choose

Section-A

Attempt all questions in brief.
What are the different security attacks ?

Refer Q. 1.3, Page SQ-1D, Unit-1, Two Marks Questions.

(2x10=20)

Explain field with example,

Refer Q. 2.6, Page SQ-5D, Unit-2, Two Marks Questions.

What is message authentication code ?
Refer Q. 3.1, Page SQ-7D, Unit-3, Two Marks Questions.

Explain intrusion detection,
Refer Q. 5.2, Page SQ-13D, Unit-5, Two Marks Questions. |

Differentiate between virus and firewalls.
Refer Q. 5.3, Page SQ-13D, Unit-5, Two Marks Questions.

Explain e-mail security.
Refer Q. 4.8, Page SQ-11D, Unit-4, Two Marks Questions.

Differentiate between public key and private key.
Refer Q. 4.14, Page SQ-12D, Unit-4, Two Marks Questions.

. What are the different security mechanisms ?

Refer Q. 1.5, Page SQ-2D, Unit-1, Two Marks Questions.

What is Kerberos ?
Refer Q. 4.7, Page SQ-11D, Unit-4, Two Marks Questions.

+ What is IP security ?

Refer Q. 5.1, Page SQ-13D, Unit-5, Two Marks Questions.
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Section-B

Attempt any three of the following. . (10x 3=30)
What is ideal block cipher ?
Refer Q. 1.12, Page 1-10D, Unit-1.

Explain Shannon principle of confusion and diffusion.
Refer Q. 1.14, Page 1-11D, Unit-1.

Explain Chinese remainder theorem with example.
Refer Q. 2.18, Page 2-14D, Unit-2.

Discuss thé basic use of message authentication code with
suitable diagrams.
Refer Q. 3.5, Page 3-7D, Unit-3.

Explain Diffie-Hellman key exchange.
Refer Q. 4.3, Page 4-3D, Unit-4.

What are the different security threats ? What is firewall ?

: Refer Q. 5.17, Page 5-17D, Unit-5.

Section-C

Attempt any one part of the following. (10x1=10)
Explain DES with diagram.
Refer Q. 1.17, Page 1-15D, Unit-1.

Explain different block cipher mode of operation.
Refer Q. 1.25, Page 1-22D, Unit-1.

Attempt any one part of the following : (10x1=10)
State and prove Euler theorem.
Refer Q. 2.10, Page 2-9D, Unit-2.

Explain RSA using example.
Refer Q. 2.23, Page 2-18D, Unit-2.

Attempt any one part of the following : (10x1=10)
Write the objectives of HMAC. Describe the HMAC
algorithms.

Refer Q. 3.7, Page 3-9D, Unit-3.

Explain Elgamal digital signature scheme.
Refer Q. 3.17, Page 3-16D, Unit-3.
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6. Attempt any one part of the following : em.y)
(10xy .
x 10)

a. Explﬂill PGP alld .
A ‘Refer Q- 4.13, Page 4-15D, Unit-4.

Explain X509 in detail.
5. Rofer Q 4.7, Page 47D, Unit-4.

any one part of the following : :
ESP format. What is anti-repl 10x7 .
ge 5-3D, Unit-5. play servicey U

7. Attempt
a. Explain the

aws: Refer Q.5.4,Pa

Discuss Secure Electronic Transaction (SET)
Refer Q. 5.13, Page 5-12D, Unit-5. )
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CRYPTOGRAPHY & NETWORK SECURITY

Max. Marks : 100

Time : 3 Hours

Note:

1. Attempt all Sections. If required any missing data; then choose
suitably.
SECTION-A
Attempt all questions in brief. (2 x10=20)
’s algorithm.

Find GCD (1970, 1066) by using Euclid
Refer Q. 2.7, Page SQ-5D, Unit-2, Two Marks Questions.

What are the different factors on which cryptography

depends ?
Refer Q. 1.2, Page SQ-1D, Unit-1, Two Marks Questions.

Compute the value of 517 mod 11 and 11 mod 5.
Refer Q. 2.8, Page SQ-5D, Unit-2, Two Marks Questions.

Find the value of Euler’s Totient Number ¢(88).
Refer Q. 2.9, Page SQ-6D, Unit-2, Two Marks Questions.

What is cryptanalysis ?
Refer Q. 1.10, Page SQ-3D, Unit-1, Two Marks Questions.

Discuss linear and differential cryptanalysis.
Refer Q. 1.11, Page SQ-3D, Unit-1, Two Marks Questions.

What is Birthday attack ? '
Refer Q. 3.8, Page SQ-8D, Unit-3, Two Marks Questions.

Discuss double and triple DES.

. Refer Q. 1.13, Page SQ-3D, Unit-1, Two Marks Questions.

Discuss group and ring with suitable axioms.
Refer Q. 2.1, Page SQ—4D, Unit-2, Two Marks Questions.
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Note: 1. Attempt all Sections. If required any missing data; thep, g,
suitably. s

SP-13D (11 g

em-?)

SECTION-A

. Attempt all questions in brief. (2x 109
. Define block cipher. = 20)

Refer Q. 1.8, Page SQ-2D, Unit-1, Two Marks Questiong.

1
a
Ang
b. What do you mean by cryptography ?
Ans. Refer Q. 1.1, Page SQ-1D, Unit-1, Two Marks Questiong.
C.
Ams;
d

Define hash algorithm.
. Refer Q. 3.5, Page SQ-7D, Unit-3, Two Marks Questions.

What is stream cipher ?
Ans Refer Q. 1.9, Page SQ-3D, Unit-1, Two Marks Questions.

e. Differentiate between public key and private key.
Ams: Refer Q. 4.14, Page SQ-12D, Unit-4, Two Marks Questions.

f. Explain intrusion detection in brief. ‘
Angs. Refer Q. 5.2, Page SQ-13D, Unit-5, Two Marks Questions.

g. What do you mean by mail security ?
Ang Refer Q. 4.8, Page SQ-11D, Unit-4, Two Marks Questions.

h. What is DSS in cryptography ?
Ang. Refer Q. 3.7, Page SQ-8D, Unit-3, Two Marks Questions.

i. What do you mean by email security ? .
Refer Q. 4.8, Page SQ-11D, Unit-4, Two Marks Questions.

j. Describe birthday attack. _
Refer Q. 3.8, Page SQ-8D, Unit-3, Two Marks Questions.
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Anis,

Ans,

Ans.

Ans.

Angs;

SECTION-B

Attempt any three of the following : (10 x 3=30)
Draw the block diagram of DES algorithm. Also explain its

functionality:.
Refer Q. 1.17, Page 1-15D, Unit-1.

What is prime and relative prime numbers in cryptography
and network security ?
Refer Q. 2.5, Page 24D, Unit-2.

Discuss the message authentication codes. Also give the
use of authentication requirement in MAC.

. Refer Q. 3.1, Page 3-2D, Unit-3.

What is Diffie-Hellman key exchange in key management ?
Refer Q. 4.3, Page 4-3D, Unit-4.

Explain internet protocol security in detail.
Refer Q. 5.1, Page 5-2D, Unit-5.

SECTION-C

Attempt any one part of the following : (10x1=10)
List the strength of DES in brief. Also explain the triple
DES. -

Refer Q. 1.20, Page 1-18D, Unit-1.

What is the Sha:nnon’s theory of confusion and diffusion in
terms of information security ?
Refer Q. 1.14, Page 1-11D, Unit-1.

Attempt any one part of the following : (10x1=10)
State the Advanced Encryption Standard (AES). Also provide
the functioning of AES.

Refer Q. 2.7, Page 2-6D, Unit-2.

Explain the Chinese Remainder Theorem with example.
How Chinese remainder theorem provide the security to
online information sharing transactions.

Refer Q. 2.18, Page 2-14D, Unit-2.

Attempt any one part of the following : (10x1=10)
What do you understand from hash functions ? Discuss the
working of Secure Hash Algorithm (SHA) in message
authentication.-
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Cryptography (IT.S% ;
awg Refer Q. 3.14,Page 3-14D, Unit-3. ‘ )
b.  Explain the digital signatures. Also _give adetail deg,...
of Elgamal digital sngnaturfa techniques. Sc“pti0n
AmE ReferQ 3.17, Page 3-16D, Unit-3.

6.
a.

AnE
b
ARDE
7.
a.
ANE
b
ADE

Attempt any one part of the following :

Discuss X.509 certificates in detail. What is the r
certificates in cryptography ?

Refer Q. 4.11, Page 4-13D, Unit-4.

(10x 1

Ole OfX. 10)

509

 What is electronic mail security ? Provide the g

of Pretty Good Privacy (PGP) in transaction authe Plicatjq,,

Refer Q. 4.12, Page 4-14D, Unit-4.

Attempt any one part of the following :

Explain Secure Electronic Transaction (SET)
protocol security in detail.

Refer Q. 5.13, Page 5-12D, Unit-5.

. What do mean by system security ? Also discuss v;

and related threats to system security ?
Refer Q. 5.16, Page 5-15D, Unit-5.

©0®©
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SECURITY
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Note: Attezﬁpt all sections. If require any missing data; then choose suitably.
Section-A

1. Attempt all questions in brief. (2x7=14)

a. Explain active and passive attack.
aAng: Refer Q. 1.3, Page SQ-1D, Unit-1, Two Marks Questions.

b. State Fermat’s theorem.
AR Refer Q. 2.9, Page 2-8D, Unit-2.

Specify the benefits of IPSec.

Benefits of IPsec:
Reduced key negotiation overhead and simplified maintenance by
supporting the Internet Key Exchange (IKE) protocol.

Good compatibility.
Encryption on a per-packet rather than per-flow basis.

®oN !"EF

d. Determine the GCD (24561, 17892) using Euclid’s Algorithm.
AsE: Refer Q. 2.7, Page SQ-5D, Unit-2, Two Marks Questions.
Answer : GCD (24561, 17892) =9 '

e. Why is trapdoor one way function used ?

Ans. Trapdoor one way function is used for single transfer of information
from one user to another.

f. Explain role of compression function in hash function.
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AWK A compression function takes two fixed size input, a chaini
and a message and returns a fixed size value.

8- What are the services provided by the PGP ?
AuE Refer Q. 4.13, Page SQ-12D, Unit-4, Two Marks Question

Section-B

2. Attempt any three of the following : (7>

a. Perform encryption and decryption using hill eip
the following message PEN and key ACTIVATED.

ABE Plaintext : PEN
Key : ACTIVATED

0 2 19
Key(K)=| 8 21 0
19 4 3

15
Plaintext (P) is represented in vector form as | 4
13

C = KP mod 26

[0 2 19715
= 8 21 0f|l 4| mod 26
119 4 3|13

(255
= | 204 | mod 26
340

21

=122| =VWC

| 2

For plaintext PEN, ciphertext is VWC.

b. Explain MD6 processing of a single 512 bit block.
ang; Refer Q. 3.4, Page 3-5D, Unit-3.

c. Analyze various types of virus and its counter mes



lem.7)

I value

3 =21)
er for

jures.

S§P-18 D (IT-Sem-7) Solved Paper (2019-20)

Ang; Various types of virus :

1.

2.

3.

I

ANE

Parasitic virus : This virus attaches itself to executable files and
keeps replicating whenever the infected file is executed, the virus
looks for other executable files to attach itself and spread.

Memory-resident virus : This virus first attaches itself to an area
of the main memory and then infects every executable program.

Boot sector virus : This virus infects the master boot record of
disk and spread on the disk when operating system starts booting
the computer. '
Stealth virus : This virus has intelligence built-in, which prevent
anti-virus software program from detecting it.

Polymorphic virus : A virus that keeps its signature on every
execution making it very difficult to detect.

Metamorphic virus : In addition to changing its signature like a
polymorphic virus, this type of virus keeps rewriting itself every
time, making its detection even harder.

In order to counter measure the threats of virus the user should :
Install antivirus applications.

Often get the scanned and analyzed data drive.

Gaining basic knowledge about the way virus work.

Installing basic internet security applications.

Explain triple DES and its applications.

Triple DES : Refer Q. 1.20, Page 1-18D, Unit-1.
Application : Triple DES is used in PGP and S/MIME.

State and prove the chinese remainder theorem. What are
the last two digit of 49'° ?

Chinese remainder theorem : Refer Q. 2.15, Page 2-12D,
Unit-2.

Numerical :

Let X =499
Dividing 19 by 4 i.e., 19 mod 4
=3
X =49
= 117649

Hence, last two digit is 49.



Cryptography & Network Security _SP—IQ.D (IT-Sem.7)

3.
a.
ABE
1.

T ——

Section-C

Attempt any one part of the following : | _ (Tx1=7)
Explain Elliptic curve cryptography with an example,

Elliptical Curve Cryptography (ECC) is a public key encryption
technique based on elliptic curve theory that can be used to creatq
faster, smaller, and more efficient cryptographic keys.

2. This technology can be used in conjunctics with most public key

encryption methods, such as RSA, and Diffie-Hellman.

ECC generates keys through the properties of the elliptic curve
equation.

. An ellij)tical curve can simply illustrated as a set of points defined

by the following equation :

yi=x3+ax+b

. Based on the values given to e and b, this will determine the shape

of the curve.

. Elliptical curve cryptography uses these curves over finite fields

to create a secret that only the private key holder is able to unlock.

- The larger the key size, the larger the curve, and the harder the

problem is to solve.

Example : The following procedure allows Aditya and Anjana to
securely exchange the value of a point on an elliptic curve, although
neither of them initially knows the value of the point :

. Aditya and Anjana agree on a finite field Fq, an elliptic curve

E/Fq, and apoint P E(Fq).

. Aditya selects a secret integer a and computes the point

A=[a]Pe E(Fq).

. Anjana selects a secret integer b and computes the point B= [b] P

€ E(Fq).

Aditya and Anjana exchange the values of A and B over a possibly
insecure communication line.

Aditya computes [a] B and Anjana computes [b] A. They have now
shared the value of the point [ab] P.

Find the secret key shared between user A and user B using
Diffie-Hellman algorithm for the following :

q =353, a(primitive root) = 3, X,=45and X, = 50.

. Refer Q. 4.5, Page 4-5D, Unit-4,

Answer: Y, = 3% mod 353 = 143
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5. Attempt any one part of the following :

Y, = 3% mod 353 = 155
K=197

Attempt any one part of the following : (Tx1=7)
Explain SHA2 in detail with diagram.
Refer Q. 3.9, Page 3-10D, Unit-3.

Explain the concept of digital signature algorithm with
key generation and verification in detail.

Digital signature algorithm : Refer Q. 3.17, Page 3-16D, Unit-3.
Key generation : Key generation has two phases :

Parameter generation : The first phase is a choice of algorithm
parameter which may.be shared between different users of the
system :
i.  Choose an approved cryptographic hash function H with output
length H bits. If H is greater than the modulus length N, only
the leftmost N bits of the hash output are used.

- Choose a key length L. The original DSS constrained tobea

L

N multiple of 64 between 512 and 1024 inclusive.

iii. Choose the modulus length N such that N <L and N < H.

iv. Choose an N-bit prime q.

v. Choose an L-bit prime p such that p — 1 is a multiple of g.

vi. Choose an integer 4 randomly from {A... (p —2)}.

vii. Compute g = h%?~14 mod p. This modular exponentiation can

be computed efficiently even if the values are large.

viii. The algorithm parameters are (p, q, g). These may be shared
between different users of the system.

Per-user keys : Given a set of parameters, the second phase
computes the key pair for a single user :

i.  Choose an integer x randomly from {1...(p-1)}.

ii. Computey =g* mod p.

Where «x is the private key and y is the public key.

Verifying : Refer Q. 3.19, Page 3-18D, Unit-3.

(Tx1=T7)

a. Explain Secure Electronic Transaction (SET) protocol with

their components.
SET : Refer Q. 5.13, Page 5-12D, Unit-5.
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Components : Refer Q. 5.14, Page 5-13D, Unit-6.
Explain IDS in detail with suitable example.

An Intrusion Detection System (IDS) is a 'netwc')rk_ security
technology originally built for detecting vulnerability exploits against
a target application or computer.

Intrusion Prevention Systems (IPS) extended IDS solutions by
adding the ability to block threats in addition to detecting them ang
has become the dominant deployment option for IDS/IPS
technologies.

An IDS needs only to detect threats and as such is placed out-of-
band on the network infrastructure, i.e., it is not in the true real-
time communication path between the sender and receiver of
information.

IDS solutions will often take advantage of a SPAN (Switched Port
Analyzer) port to analyze a copy of the inline traffic stream.

The IDS monitors traffic and report its results to an administrator,
but cannot automatically take action to prevent a detected exploit
from taking over the system.

Example of IDS :
Car alarms

Fire detectors

House alarms
Surveillance systems

Attempt any one part of the following : (Tx1=7
Explain in detail about SIMII\IE
Refer Q. 4.13, Page 4-15D, Unit-4. -

Explain briefly about the architecture and certification
mechanism in Kerberos.

Architecture of Kerberos : Refer Q. 4.10, Page 4-11D, Unit-4.
Certification in Kerberos ;

Kerberos is the authentication protocol. In this protocol user

passwords are not used to authenticate with individual services;

rather, it uses encrypted tickets generated by a Key Distribution
Center (KDC).

The KDC offers authentication and titket-granting services.
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3.

4.

These mechanisms serve two ticket types to clients i.e., ticket-
granting and individual service tickets.

The TGT is used to request service tickets, which are used to access
individual applications.
Ticket format :

- Kerberos tickets are ASN.1 encoded and contain a ticket block

encrypted using the long-term key of the authentication service
(i.e., the KDC master key) or an individual service principal (such
as a network service or application).

Fig. 1 summarizes kerberos ticket structure, which is encrypted by
the KDC using either the authentication service key (in the case of
a TGT) or a particuldr service principal key (in the case of a service
ticket). |

Start/End/Max/Renew :14/07/2014 00 : 26 : 09 ; 14/07/2014
10:46:09;21/07/2014 00: 46 : 09

Service Name (02) :krbtgt : CHOCOLATE.LOCAL;
@CHOCOLATE.LOCAL :

Target Name (02) : krbtget : CHOCOLATE ;
@CHOCOLATE.LOCAL :

Client Name (01)  : Administrator : @CHOCOLATE.LOCAL
(CHOCOLATE)

Flags 40e10000 : name_canno initial : renewable ;

' ~ forwardable
Session Key | : 0 x 00000012

Fig. 1. Kerberos ticket format.
Table 1 lists individual kerberos ticket fields. The first three fields

are plaintext (so that the client can cache and manage the ticket),

and the remaining ticket block is encrypted.
Table 1. Kerberos ticket fields.

Version number Kerberos version used by the ticket format

Realm Name of the realm (domain) that issued the ticket
Server name The target service principal name and realm

Flags

Options for the ticket (forwardable, renewable,
invalid, etc.)
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Key The session key used to encrypt subsequent
messages

Client realm The realm of the requester

Client name The principal name of the requester

Transited A first of Kerberos realms if cross-realm |
authentication is used

Authentication time | The timestamp of the ‘initial authentication
event

Start time The time from which the ticket is valid

End time The expiry time for the ticket

Renew until The optional time until which the ticket can be
renewed

Client address Optional list of addresses from which the ticket
can be used

Authorization data | Authorization data for the client, This contains
the PAC data structure defining the username,
domain, and SID values; within MIT Kerberos,
this field contains restrictions that should be
enforced

7. Attempt any one part of the following : (7Tx1=7)

a. Explain public key infrastructure in detail.
AN Refer Q. 4.8, Page 4-9D, Unit-4.

b. Discuss authentication header and ESP in detail with their
packet format.

AR Authentication header : Refer Q. 5.9, Page 5-8D, Unit-5.
ESP : Refer Q. 5.4, Page 5-3D, Unit-5.

©00
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Ans.

Ans.

Ans.

Ans.

Attempt all sections. If require any missing data; then choose
suitably.
SECTION-A

Attempt all questions in brief.
What do you mean Brute Force Attack ?

(2 x7=14)

Ans. In cryptography, a brute-force attack consists of an attacker

submitting many passwords or passphrases with the hope of
eventually guessing correctly. The attacker systematically checks
all possible passwords and passphrases until the correct one is

found.

Define CIA ?
CIA, these three letters stand for confidentiality, integrity, and

availability, otherwise known as the CIA triad. Together, these
three principles form the cornerstone of any organization's security
infrastructure; in fact, they (should) function as goals and
objectives for every security program.

Define the concept of Confusion and Diffusion ?

Confusion is employed for making uninformed cipher text whereas
Diffusion is employed for increasing the redundancy of the plain
text over the foremost a part of the cipher text to create it obscure.
The stream cipher solely depends on confusion, or else, diffusion
is employed by each stream and block cipher.

Find all the primitive roots of 11.
The primitive roots are 2, 6, 7, 8 (mod 11).

Find ged (24140, 16762) using Euclid's algorithm ?
Ged (24140, 16762) = Ged (16762, 24140 mod 16762)
Ged (16762, 7378) = Ged (7378, 16762 mod 7378)

Ged (7378, 2006) = Ged (2006, 7378 mod 2006)

Ged (2006, 1360) = Ged (1360, 2006 mod 1360)

Ged (1360, 646) = Ged (646, 1360 mod 546)

Ged (646, 68) = Ged (68, 646 mod 68)

Ged (68, 34) = Ged (34, 68 mod 64)

Ged (34, 0) = 34
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List out the services provided by the Digital S;

] Enat
Refer Q. 3.10, Page SQ-8D, Unit-3, Two Marks Qu ure,

estion,
What are the five principal services provided by PGp ?

Refer Q. 4.13, Page SQ-12D, Unit-4, Two Marks Question.

| SECTION-B
Attempt any three of the following : ‘(7 x3ag
Explain the Security Attacks with Example, =4l)

Refer Q. 1.1, Page 1-2D, Unit-1.

Explain the Structure of DES Algorithm and define th
role of Feistel cipher in DES in detail. e
DES : Refer Q. 1.17, Page 1-15D, Unit-1.

Role of Feistel cipher in DES :

Many ciphers have been created based upon the Feiste] structyy
the most famous of these is the Data Encryption Standarq (DES(;’
DES was based off of the original Lucifer cipher developed 1y
Feistel and Coppersmith. y
DES uses the Feistel cipher structure with 16 rounds of
DES uses a Feistel cipher to achieve confusion and
bits from the plaintext to the ciphertext.

As in any Feistel cipher, the DES round function swaps the left
and right side of the inputs, and applies the F function during one
of the swaps. That is,

i L.,,=R ii. R,,,=L "FR)

Processing,
dlffusion of

i+1 7

. Like all other Feistel ciphers, the process for decryption in DES

follows the exact same steps as encryption.

. Due to its Feistel structure and uncomplicated logic, DES is

relatively easy to implement.

Explain symmetric and asymmetric cryptography with the
help of diagrammatic representation. And how-to
symmetric cryptography is different from asymmetric
cryptography.

Symmetric Cryptography :

B—a—B—m—E

Plaintext Encryption ~ Ciphertext Decryption Plaintext

Fig. 1. Symmetric cryptography.
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i.

ii.

iii.

iv.

In symmetric cryptography, the same key is used for both encrypting

and decrypting messages.

Because the entire mechanism is dependent on keeping the key a
shared secret it does not scale well.

Symmetric cryptography algorithms can use either block ciphers
or stream ciphers.

With block ciphers, a number of bits are encrypted as a single
unit. For instance, AES uses a block size of 128 bits with options
for three different key lengths - 128, 192, or 256 bits.

Although there are key management issues with symmetric
encryption, it's faster and functions without a lot of overheads on
network or CPU resources. Therefore, it's often used in combination

with asymmetric encryption.
Asymmetric Cryptography :
Different keys

m
K2

2 —a—B—a—B

Plaintext Encryption Ciphertext Decryption Plaintext

1.

iii.

iv.

vi.

Ans.

Fig. 2. Asymmetric cryptography.
Asymmetric cryptography uses a pair of related keys - a public
and a private key.
The public key, which is accessible to everyone, is what’s used to
encrypt a plaintext message before sending it.
To decrypt and read this message, you need to hold the private
key. The public and the private keys are mathematically related,
but the private key cannot be derived from it.
In asymmetric cryptography the private key is only shared with
the key's initiator since its security needs to be maintained.
Asymmetric cryptography is a more complicated process so the
time required is greater. However, it offers a higher level of security
since the private key is not meant to be shared and is kept a secret.
It is a considerably more scalable technique.
Difference : Refer Q. 4.2, Page 4-2D, Unit-4.

State Chinese remainder theorem and find X for the given
set of congruent equations using CRT: X = 2 (mod 3),
X =3 (mod 5), X = 2 (mod 7).

Refer Q. 2.15, Page 2-12D, Unit-2.

Numerical :
X =2 (mod 3)
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X = 3 (mod 5)
X =2 (mod 7)
a.1=2,02=3,a3=2 '
m]=3,m2=5,ma=7
Step 1: M=3x5x7=105
Step 2: M, =105/3 = 35
M, = 105/5 = 21
M, = 105/7 = 15
Step 3 : Finding the multiplicative inverse
M;x M;' =1mod3
M, x M;' =1mod5
M3x M;l =1mod 7
Therefore,
M;!
35 x [2] =1 mod 3
M' =2
M’
21 x =1mod 5
M;' =1
M;!
15 x [1] = 1 mod 7
M;' =1
Step 4 : x=(2x35x2+3x21x1+2x15x1)mod 1

x = (140 + 63 + 30) mod 105
x = 233 mod 105
x=23

e. Describe RSA algorithm. Suppose alice and bob uses
public key cryptosystem using RSA, the two prime no
P=13andg=17and e =7 the find out the decryption k
d and Perform the encryption and decryption of t

message “CRYPTOGRAPHY” Using 00 to 25 for letters A

Z.
Ans. RSA : Refer Q. 2.23, Page 2-18D, Unit-2.
Numerical :
Step 1: p=13, ¢g=17
Step 2: n=pxq
=13 x 17 = 221

Step 3 : Calculate ¢(n)
Pn)=(p-1)(g-1)
=(13-1)(17-1)=12 x 16 = 192
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Step 4 : Determined d
de = 1 (mod 192)
d = e mod 192

q ry r, r. t t, £t
27 192 7 1 0 1 - 27
74 7 1 0 1 - 27 126
1 0 -27| 126
d= 9—927 mod 126 (- 126 - 27 = 99)

Encryption and decryption of ‘CRYPTOGRAPHY :

Stepl:C R Y P T O G R A PH Y
2 17 24 15 19 14 6 17 0 157 24

Step 2 : The next step is to raise each of these numbers to the

power of e = 7.

ie, 27 (128), 177 - (410, 338, 673), 247 — (4, 586, 471, 424),

157 - (170, 859, 375), 197 — (893, 871, 739), 147 — (105, 413, 504),

67 — (279, 936), 177 — (410, 338, 673), 07 — 0,

157 — (170, 859, 375), 77 — (823, 543), 247 — (4, 586, 471, 424)
Step 3 : Then find the remainders when each of these numbers is
divided by n = 221.

(27 = 128), (177 —» 17), (247 — 80), (157 — 76), (197 — 111),
(147 - 40), (6" - 150), (177 = 17), (07 > 0), (15" = 76), (77 - 97),
(247 > 80)

Therefore, the encrypted message to be sent is :

128 17 80 76 111 40 150 17 0 76 97 80

For decryption, we use ‘d’ instead of ‘e’ :

Step 1 : Starting with the encrypted message :

128 17 80 76 111 40 150 17 0 76 97 80

Step 2 : Raising each number to the power d = 99

(128% — 4.109481E + 208), (17°° - 6.522937E + 121),

(80% — 2.546295E + 188), (76%° — 1.586886E + 186),

(111%° — 3.068845E + 202), (40%® — 4.017345E + 158),

(150%° — 2.710408E + 215), (17%° — 6.522937E + 121),

(0% — 0), (769 - 1.586886EF + 186), (97%° — 4.90232E + 196),
(80%° — 2.546295E + 188)

Step 3 : Finding the remainders when each number is divided by
n = 221,

(128% — 23), (1799 — 76), (80% — 60), (76%° — 67)

(111%° — 156), (4090 — 180), (150 — 113), (17%° — 76)

(0% — 0), (76°? — 67), (97*° — 138), (80% — 60)
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Ans,

Therefore,

The original message is
23 76 60 67 156 180 113 76 23 76 60 67 156 180 113 76 0 67 138 60

SECTION-C

Attempt any one part of the following : (Tx1="7
Explain Block modes of operation and also explain the
Electronic Code Book (ECB) mode is not a secured mode
of encryption and highlight the problems with this mode.
Block cipher modes of operation : Block cipher is an encryption
algorithm that takes a fixed size of input say b bits and produces
a ciphertext of b bits again. If the input is larger than b bits it can
be divided further. For different applications and uses, there are
several modes of operations for a block cipher.

ECB is not a secured mode of encryption and its problems :

. ECB is the simplest and weakest, because repeating plaintext

generates repeating ciphertext. As a result, anyone can easily
derive the secret keys to break the encryption and decrypt the
ciphertext. ECB may also leave obvious plaintext patterns in the
resulting ciphertext.

. ECB uses simple substitution rather than an initialization vector

or chaining, this is its biggest drawback. Two identical blocks of
plaintext result in two correspondingly identical blocks of
ciphertext, making it cryptologically weak.

ECB is not good to use with small block sizes—say, for blocks
smaller than 40 bits—and identical encryption modes. In small
block sizes some words and phrases may be reused often in the
plaintext. This means that the ciphertext may carry (and betray)
patterns from the same plaintext, and the same repetitive part-
blocks of ciphertext can emerge.

Give a real-life example where both confidentiality and
integrity are needed. Explain why encryption alone does
not provide integrity of information.

Confidentiality and Integrity are needed simultaneously in many
applications. The most common example I can think of is the SSL

handshake. Here the need for integrity arises for the fact that the
client has to make sure that the server’s certificate has not been
tampered with. :

SSL : Refer Q. 5.12, Page 5-10D, Unit-o.

Encryption alone does not provide integrity of information :
Encryption is the process of scrambling data so that it can’t be
unscrambled without access to a key and knowledge of the
algorithm. It does not guarantee that the data hasn't changed;
only that it's been kept private. Only those with access to the

right key can unscramble the data.
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4. Attempt any one part of the following : (Tx1="7)
a. Compare Substitution and Transposition techniques.

Ang: Refer Q. 1.5, Page 1-5D, Unit-1.
b. Encrypt the following using play fair cipher using the

EJ'!

Ans;

Angs.

keyword : MONARCHY. “SWARAJ IS MY BIRTH RIGHT”.
Use X as blank space.

Matrix :

M|O|N| A |R

C/HIY|B|D

E|F|G|I/J|K

LI/PIQ|S |T

U|VIW| X |Z
SW AR AJ IS MY BI RT HR IG HT SW: Is in different row and
column

Therefore s=>Q w=>X

AR : In same Row. Therefore A=>R R=>M
AJ: In same column. Therefore A=>B J=>8
IS : In same column. Therefore I=>s S=>x
My : In different row and column M=>N y=>c¢
BI : In same column B=>I I=>g

RT : In same column R=>d t=>z

HR : In different row and column H=>d R=>0
IG : In same Row i=>k g=>I

HT In different row and column H=>D T=>P

therefore : SWARAJ IS MY BIRTH RIGHT is written as QXRMBS
SX NC ISDZD OKIDP

Attempt any one part of the following : Tx1="7
Define Primality Test and also explain Miller Rabin
Algorithm using base 2 to test whether the number 341 is
composite or not ?

Primality Test ; Refer Q. 2.12, Page 2-10D; Unit-2.

Miller-Rabin algorithm : Refer Q. 2.13, Page 2-10D, Unit-2.
Numerical :

Let n =341
Calculate n -1 = 340
=85x2x2
we have 285 = 3941
2170 =1%— 1

Hence, 341 fails the Miller-Rabin test for base 2. Consequently,
341 is composite number.

Explain AES algorithm. What is the difference between'the
AES decryption algorithm and the DES algorithm ?

ASE : Refer Q. 2.7, Page 2-6D, Unit-2. :

Difference : Refer Q. 2.27, Page 2-22D, Unit-2.
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6. Attempt any one part of the following : (Tx1=7)

a.

AXs

1.

Explain the Kerberos protocol for key distribution? Explain
the functionality of each step.

Kerberos : Refer Q. 4.9, Page 4-10D, Unit-4.

Functionality of each step :

Following are the component of kerberos :

Authentication data
1 server base

Kerber

User - TGS

Server

Fig. 3.
Authentication Server (AS) : The Authentication Server
performs the initial authentication and ticket for Ticket Granting
Service.
Database : The Authentication Server verifies access rights of
users in database.

Ticket Granting Server (TGS) : The Ticket Granting Server
issues the ticket for the Server.

Step 1 : User logon and request services on host. Thus user
requests for ticket-granting-service.

Step 2 : Authentication Server verifies user's access right using
database and then gives ticket-granting-ticket and session key.
Results are encrypted using Password of user.

Step 3 : Decryption of message is done using the password then
send the ticket to Ticket Granting Server. The Ticket contains
authenticators like user name and network address.

Step 4 : Ticket Granting Server decrypts the ticket send by User
and authenticator verifies the request then creates the ticket for
requesting services from the Server.

Step 5 : User sends the Ticket and Authenticator to the Server.
Step 6 : Server verifies the Ticket and authenticators then

generate the access to the service. After this User can access the
services,

How does worms and viruses compare? Describe the
components of the virus and how does it protect from anti-
virus software’s ?
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Comparison :

| ‘S. No.

Worms

Viruses

1.

A Worm is a form of
malware that replicates
itself and can spread to
different computers via
network.

A Virus is a malicious executable code
attached to another executable file
which can be harmless or can modify

or delete data.

The main objective of
worms is to eat the system
resources.

The main objective of viruses is to
modify the information.

It doesn’t needs a host to
replicate from one computer
to another.

It requires a host for spreading.

It is less harmful as
compared.

It is more harmful.

Worms can be detected and
removed by the Antivirus

and firewall.

Antivirus software is used for
protection against viruses.

Worms can be controlled by
remote.

Viruses can’t be controlled by
remote.

Worms are executed via
weaknesses in the system.

Viruses are executed via executable
files.

Internet worms, Instant
messaging worms, Email
worms, File sharing worms,
Internet relay chat (IRC)
worms are different types of
worms.

Boot sector virus, Direct Action
virus, Polymorphic virus, Macro
virus, Overwrite virus, File Infector
virus are different types of viruses

Examples of worms include
Morris worm, storm worm,
etc.

Examples of viruses include
Creeper, Blaster, Slammer, etc.

10.

It does not need human
action to replicate.

It needs human action to replicate.

11.

Its spreading speed is
faster.

Its spreading speed is slower as
compared.
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Components of a virus :
Fig. 4 shows the various components of a computer virus,

: Required virus components 1
]
: Search Infection :
: Routine Routine |
' | . |
e e H—
1
1 —— — :
I |Anti-detection Trigger |
'l Routine Routine !
i l
! I
J I
! I
: Payload i
]
I . .
I Optional virus components :

Fig. 4. Virus components.

. All viruses have some basic common components.
. All viruses have a search routine and an infection routine,
. The search routine is responsible for locating new files, disk space,

or RAM to infect.

. The second component of a virus, infection routine, is responsible

for copying the virus and attaching it to a suitable host.

. Most viruses also contain a payload. The purpose of the payload

routine might be to erase the hard drive or display a message to
the monitor.

- Many viruses might also have an antidetection routine. Its goal is

to help make the virus more stealth-like and avoid detection.

. Finally, there is the trigger routine. Its goal is to launch the payload

at a given date and time.

A virus protects itself from antivirus software by using the
antidetection routine.

Attempt any one part of the following : (Tx1="17)
What do you mean by SHAI1 algorithm ? What basic
arithmetical and logical functions are used in SHA ?
Secure Hash Algorithm 1 (SHA-1) :

. SHA-1 produces a 160-bit hash value or message digests from the

inputted data (data that requires encryption), which resembles
the hash value of the MD5 algorithm.
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2. Ttuses 80rounds of cryptographic operations to encrypt and secure

a data object.

Some of the protocols that use SHA-1 include :

i. Transport Layer Security (TLS)

ii. Secure Sockets Layer (SSL)

Pretty Good Privacy (PGP)

iv. Secure Shell (SSH)

v. Secure/Multipurpose Internet Mail Extensions (S/MIME)
vi. Internet Protocol Security (IPSec)

SHA-1 is commonly used in cryptographic applications and
environments where the need for data integrity is high.

It is also used to index hash functions and identify data corruption
and checksum errors.

Arithmetical and logical functions used in SHA :

The following arithmetical and logical functions are used in SHA :

Arithmetical functions : add, modBit-Ops Left circular shift
Logical functions : AND, OR, NOT and XOR

ii.

Explain in detail about S/MIME and what is difference
between S/MIME and PGP.
S/MIME : Refer Q. 4.13, Page 4-15D, Unit-4.

S. No.

PGP

S/MIME

It is designed for processing
the plain texts.

While it is designed to process
email as well as many multimedia
files.

PGP is less costly as
compared to S'/MIME.

While S/MIME is comparatively
expensive.

PGP is good for personal as
well as office use.

While it is good for industrial use.

PGP is less efficient than
S/MIME.

While it is more efficient than
PGP.

It depends on user key
exchange.

Whereas it relies on a
hierarchically valid certificate for

key exchange.

PGP is comparatively less
convenient.

While it is more convenient than
PGP due to the secure
transformation of all the
applications.




